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Abstract. Modern autonomous systems are composed of interacting
components for control, scheduling, and learning, each operating under
practical limitations such as timing uncertainty and imperfect percep-
tion. Traditional design and verification approaches aim for component-
level perfection, an assumption that is increasingly untenable for com-
plex systems. This paper advocates a shift toward quantitative, system-
level safety that explicitly accounts for imperfect components and char-
acterizes how their combined effects impact closed-loop behavior. We
introduce safety metrics based on trajectory deviation and reachable set
expansion, develop methods to check and synthesize safe schedules under
deadline misses, and extend the framework to learning-enabled systems
via edge—cloud control and safety-driven resource allocation. Together,
these results demonstrate how safe autonomous systems can be system-
atically designed without requiring their individual components to be
perfect.
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1 Introduction

Unlike classical machines that are defined by their physical structure (think
mechanical watches and combustion engines), modern autonomous systems are
often software-defined, meaning that their behaviors are primarily specified in
software. Modern-day cars, for example, include software with several million
lines of code distributed across numerous Electronic Control Units (ECUs). Each
ECU executes multiple feedback control tasks responsible for functions such as
engine management, braking, suspension, and vibration control. This software-
centric design has enabled sophisticated features, such as adaptive cruise control,
lane-keeping assist, and advanced stability control systems.
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While software-defined systems enable highly customizable system design,
the complexity of the software and the hardware platforms also introduces poten-
tial for safety violations. For example, a processor may be overwhelmed if too
many tasks are sharing it, causing real-time control tasks on it to miss their
deadlines. These deadline misses may cause the autonomous system to devi-
ate from its intended behavior and potentially violate its safety requirements,
especially if the control strategies are designed under the assumption that the
control tasks are always executed on time. Formal verification methods are tech-
niques used to check the safety of autonomous systems. The formal verification
of a system involves creating a mathematical model and analytically proving
that it satisfies certain properties. While it can provide mathematical proofs of
system safety, it often focuses on ensuring that each component operates in an
idealized manner—for example, deadlines of real-time tasks are never missed.
These requirements may not always be feasible given the practical constraints
of the systems. As a result, while verification techniques are constantly evolv-
ing, they face difficulties in being adopted for practical systems. On the other
hand, industry practice often relies on measurement-based testing and heuristic
safety margins—such as adding a “50% buffer” to processor utilization—without
a formal understanding of the actual safety boundaries.

We consider these practical limitations as defining characteristics of imper-
fect components, as opposed to the abstract, idealized components often
assumed during the design of an autonomous system. Such imperfections can
manifest in many forms. It could be competing tasks on a shared computational
platform, where it is impossible for every task to operate in its idealized con-
dition (e.g., with no deadline misses). It could be a neural network providing
measurements of system states, or a communication network that intermittently
drops packets. It could also be a conscious design trade-off, such as limited
memory preventing the deployment of the most accurate neural network, or a
cost ceiling that requires a system to tolerate a certain hardware error rate.
Given the increasing variety and popularity of modern autonomous systems, we
argue that the most effective path to verifying autonomous system safety is an
approach that combines the rigor of formal methods with the pragmatism of
acknowledging that components are not perfect. Instead of insisting that indi-
vidual components be perfect, we accept that they may be imperfect but strive to
quantify the impact of such imperfections on overall system-level properties like
control safety. The common theme of the methods in this paper, therefore, is a
shift from qualitative, component-level requirements (e.g., “the task must
never miss its deadline” or “the feedback controller is stable”) to quantitative,
system-level properties (e.g., “the combined effects of task deadline misses,
controller behavior, and estimator inaccuracies should not cause the system’s
state to deviate more than a specified distance from its ideal trajectory”). We
introduce below a few specific instances of what we consider imperfect compo-
nents and discuss their implications on analyzing system safety.

Worst-Case Execution Time (WCET) and the Long Tail: With the continuous
increase in the complexity of both software functionality and hardware plat-
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forms, guaranteeing that every deadline is met has become increasingly difficult.
One reason is that the heterogeneous architecture of modern hardware, with its
caches, pipelines, and memory hierarchies, makes task execution times highly
variable, often with a long-tail distribution. This introduces two distinct chal-
lenges for traditional real-time analysis. First, it’s difficult to determine a tight,
true upper bound on the worst-case execution time (Worst-Case Execution Time
(WCET)). Second, any analysis based on a conservative WCET is often overly
pessimistic, since these worst-case scenarios occur with extremely low frequency.
We argue that not all deadline misses are created equal. For example, a dead-
line miss may have vastly different implications for system safety depending on
whether it occurs when the system is in a stable, steady state or during a criti-
cal maneuver requiring large, rapid corrections. Instead of treating every WCET
overrun as a system failure, we should focus on quantifying the effects of these
overruns on system-level behavior.

Neural Network Sizing and Performance Trade-Offs: Modern cyber-physical sys-
tems increasingly rely on machine learning, particularly deep neural networks
(Deep Neural Networks (DNNs)), for perception and decision-making tasks.
This integration creates new challenges for implementation and safety. Designing
DNNs for real-time systems requires a careful balance of accuracy, latency,
and resource consumption. Model complexity is a key factor: deeper net-
works generally achieve higher accuracy but demand more computation, prompt-
ing the use of techniques such as pruning, quantization, and knowledge distil-
lation. Batch processing introduces another trade-off, as GPUs are most effi-
cient with large batch sizes, yet real-time systems typically demand low-latency,
single-sample inference. The memory footprint also constrains design, since large
models may not fit in memory alongside other applications. These trade-offs
must be considered holistically, because perception accuracy directly influences
downstream control performance and system safety. The central challenge lies
in jointly optimizing perception and control subsystems under strict real-time
constraints.

Edge—Cloud Computing: Modern CPS increasingly rely on edge—cloud architec-
tures to balance computational demand, latency, and energy efficiency. In such
systems, the edge device processes time-sensitive tasks locally, while the cloud
provides additional computational power for more complex workloads. A cen-
tral design choice is how to partition DNNs across the edge and the cloud, a
strategy often referred to as split computing. By placing the initial layers of a
network on the edge, raw sensor data can be compressed into intermediate fea-
tures before transmission, reducing communication bandwidth. The remaining
layers are then executed in the cloud, where abundant resources enable deeper
inference and higher accuracy. This approach, however, introduces new chal-
lenges. Communication latency and network variability can undermine real-time
guarantees, particularly in safety-critical control loops. Partitioning also impacts
security and privacy. Effective edge—cloud computing requires joint consideration
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of latency, accuracy, bandwidth, and safety trade-offs, ensuring that perception
pipelines integrate seamlessly with downstream control logic.

1.1 Paper Organization

The rest of the paper is organized as follows. Section 2 provides the mathemati-
cal foundation for analyzing system-level safety, including control system mod-
els and formal methods for characterizing imperfect timing behavior. Section 3
defines two quantitative, system-level safety metrics that capture how imperfec-
tions affect overall system behavior, forming the basis for all subsequent analy-
sis. Section4 develops methods to verify whether a system remains safe under
timing uncertainties, using the quantitative safety metric instead of traditional
qualitative metrics like control stability. Section 5 demonstrates the complemen-
tary problem of Sect.4: how to synthesize schedules that guarantee safety when
resource constraints make deadline misses unavoidable. Section 6 introduces a
statistical approach to the schedule synthesis problem in Sect.5 that reduces
the conservatism of deterministic methods while still providing rigorous safety
guarantees. Section 7 shifts gears and addresses imperfections in neural network
estimators by designing controllers that strategically combine fast but less accu-
rate edge inference with accurate but delayed cloud inference. Section 8 shows
how to allocate limited computational resources among multiple estimators by
prioritizing accuracy for state variables that most strongly influence system-level
safety. Section 9 introduces the notion of environment-aware system-level safety,
and finally Sect. 10 discusses related work. Section 11 concludes with reflections
on the shift from component-level to system-level reasoning and directions for
future work.

2 System Model and Notation
2.1 Control System Models

Control theory provides the mathematical foundation for cyber-physical sys-
tems. At their core, these systems implement a sense-compute-actuate paradigm
(Fig.1): sensors measure the physical state of the plant, a computational unit
processes this information to determine an appropriate control action, and actu-
ators apply the action back to the physical environment. The interaction of these
three elements closes the feedback loop that underlies modern embedded control
systems.

A standard mathematical representation of such systems is given by the state-
space model. In its most general form, the state evolves according to a system of
first-order differential equations,

@(t) = fa(t), u(t), 1),
y(t) = h(z(t), u(t), 1),
where z(t) € RP denotes the state vector, u(t) € R? the control input, and

y(t) € R" the measured output. The functions f and h capture the physical laws
governing the plant and are, in general, nonlinear.
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Fig. 1. A basic feedback control loop.

Definition 1 (Time-Invariant System). A time-invariant system is a dyna-
mical system that does not depend explicitly on time:

Within the class of time-invariant systems, Linear Time-Invariant (LTI) sys-
tems are of particular interest due to their relevance to many important physical
systems, either directly or through linear approximation around fixed operation
points.

Definition 2 (Linear Time-Invariant System). An LTI system is expressed
as:

z(t) = Azx(t) + Bu(t), (1)
y(t) = Cx(t) + Du(t), (2)
where A € RP*P B € RP*Y C € R"™*P, and D € R"*? are constant matrices.

Controllers are designed to influence this dynamical system so that the output
follows a desired reference signal. The most common paradigm is feedback control,
in which the controller computes its action as a function of the current state or
output. In general, a feedback controller has the form:

u(t) = m(x(t), 2, (1)),

where 7 denotes the control policy and x.,.(t) the reference. A classical example
is the proportional-integral-derivative (PID) controller,

de(t)
dt ’

u(t) = Ke(t) + K /0 e(s) ds + K,
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with error e(t) = r(t) — x.(t).

While the dynamics of physical plants are continuous, controllers are imple-
mented as software tasks running on digital processors and thus operate on
discrete time intervals. This requires discretization of the continuous dynamics
with stepwise updates over a fixed sampling period 7.

Definition 3 (Discrete LTI System). The discretization of an LTI system
has the form
zlk + 1] = ®x[k] + Tulk], (3)

where .
P = AT, F:/ e* ds B.
0

The choice of T' is important: it must be small enough to capture the system
dynamics accurately, yet large enough to be realizable within computational and
platform constraints. This trade-off between control performance and implemen-
tation feasibility is one of the recurring themes in the design of real-time control
systems. A discrete control input can be computed as

ulk] = —Kxlk] + . [k], (4)

where K is the feedback gain matrix and z,.(t) is the reference state.

Since control signal computation and actuation introduce a delay, the new
control input cannot be applied immediately at the start of each sampling period.
We capture this behavior as follows:

Definition 4 (Delayed Discrete LTI System). A discrete LTI system with
a sensor-to-actuator delay of D is modeled as

zlk + 1] = ®z[k] + I (D)ulk — 1] + Ty(D)ulk), (5)
with b .
Iy(D) = / e**dsB,  I(D) :/ e ds B.

For convenience, Eq. (5) can be expressed in augmented form:
Tauglk + 1] = Paugaug k] + Laugulk], (6)

where

xaug[k]=[u[§§[f]1ﬂv @aug:[%s F1(<)D>], paug:[n)(Im].

Here, Taug; Paug, and I,ye each have one additional dimension compared to their
counterparts in Eq. (3). This allows controller design for the delayed system to
proceed as in the delay-free discrete case.

A special design paradigm is the Logical Execution Time (LET) paradigm,
where the current control input is always applied at the start of the next sam-
pling period, i.e., the sensor-to-actuator delay is set to equal the period D =T.
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This enables a level of separation between control performance and the timing
behavior of the underlying implementation, so long as the actual delay does not
exceed the sampling period. In this case, Eq. (5) simplifies to

alk + 1] = alk] + D(D)ulk — 1], (7)

2.2 Finite Automata

Automata theory provides a formal foundation for modeling and analyzing
discrete-state systems, such as categorizing the deadline hit/miss patterns of a
controller task. An automaton consists of a set of abstract states, a set of actions
or inputs, and a transition relation that specifies how the system evolves from
one state to another in response to actions. We review here the basic notions
that will be used throughout the paper.

Definition 5 (Finite Automaton). A finite automaton is a tuple
A: <27Q75a307FaQ7A>7
where

— X is a finite set of input symbols;

- Q is a finite set of locations or states;

- §:Q x X — Q is a transition function, specifying the successor location for
a given state and input symbol;

— S € Q is the initial state of the automaton;

F C Q is a finite set of accepting states;

- £2 is an optional finite set of output symbols;

- A:Qx X — 02 is an optional output function that maps each pair of a state
and input symbol to an output symbol in the output alphabet (2.

A word (also called a string) over the alphabet X' is a finite sequence w =
aias - - - a, where each a; € Y. The empty word is denoted by . We write X*
for the set of all finite words over X, and X* for the set of all non-empty words.

Given a word w € X*, the automaton A processes w by starting from sg
and successively applying the transition function according to each symbol of w.
Formally, we extend § to words by defining

0*(s,e) =s, d*(s,aw)=0"((s,a),w),

fors € @Q,a € X, andw € X*. A word w € X* is said to be accepted if 6* (s, w) €
F'. The set of all accepted words is called the language of the automaton:

L(A) ={we X* | §(so,w) € F}.

When an output function is present, processing a word w yields not only the
final state 6*(sg,w), but also a corresponding sequence of output symbols. This
formulation allows automata to serve as transducers, mapping input behaviors
to structured output traces.
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2.3 Weakly-Hard Constraints and Deadline-Miss Handling
Strategies

Safety-critical systems are traditionally modeled as hard real-time systems,
where every control task must meet its deadline without exception. This assump-
tion has historically enabled a clean separation between controller design and
embedded implementation. However, guaranteeing that all deadlines are met
is increasingly difficult due to the growing complexity of software stacks and
hardware platforms in modern embedded systems.

Weakly-hard constraints [7] provide a more nuanced formalism for character-
izing patterns of deadline hits and misses, relaxing the requirement that every job
meets its deadline. We consider two types of weakly-hard constraints introduced
in [7].

Definition 6 ((7') Weakly-Hard Constraint). For integers m,k with 0 <
m<k,a (7,?) constraint requires that in every window of k consecutive activa-
tions of a task, at least m of them must meet their deadlines. Equivalently, at
most (k —m) deadlines may be missed in any such window.

Definition 7 ((m) Weakly-Hard Constraint). For a positive integer m, a
(m) constraint requires that a task does not miss more than m deadlines consec-
utively.

A deadline hit/miss sequence satisfying a
(7}3) constraint can be represented as a word
w € {0,1}, where a symbol 1 denotes a job
completing on time, and 0 denotes a miss.
A key property of weakly-hard constraints is
that they are regular: the set of all sequences
satisfying a given (T,':) constraint can be rec-
ognized by a finite automaton corresponding
to that constraint (Fig. 2). We defer a detailed
discussion of how deadline misses affect con-
trol performance and safety to Sect.3. Here, hit
we outline the categories of deadline-miss han- ¥ 18- 2. An example finite automa-
dling strategies used in practice. ton capturing the (3) constraint.

Input Substitution Policies. These determine what control input to apply when
a task misses its deadline. A common choice is the Hold policy, where the last
successfully computed input is re-applied. Another option is the Zero policy,
where the input is set to zero. Such substitution policies influence the short-
term stability and performance of the closed-loop system.

Task Overrun Policies. These determine how the scheduler responds when a job
exceeds its deadline. In the Skip-Next policy, the current job is allowed to finish
execution, and the next job release is skipped. In the Kill policy, the overrun
job is terminated immediately, and the next job is released as scheduled. These
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strategies affect the system’s computational load and the alignment of control
updates with the plant dynamics. In all cases, deadline misses cause deviations
in the closed-loop trajectory relative to the nominal case where every deadline
is met. Quantifying these deviations is the subject of the next section. A list of
notation together with their descriptions and locations in the paper is provided
in Table 1.

Table 1. Summary of Notation

Control Models

z(t), z[k] Plant state (continuous/discrete time), with z(-) € R? Sect. 2.1
u(t), ulk] Control input, with u(-) € R? Sect. 2.1
y(t) Measured output, with y(-) € R” Sect. 2.1
A,B,C,D Continuous-time LTI system matrices in #(t) = Axz(t) + Bu(t), y(t) = Cxz(t) + Du(t) [Sect. 2.1
T Sampling period for discretization Sect. 2.1
D Sensor-to-actuator delay within a sampling period Sect. 2.1
P, I Discrete-time dynamics matrices in z[k + 1] = @x[k] + Iu[k] Sect. 2.1
I'v(D), I''(D) Input matrices capturing the effect of delayed actuation Sect. 2.1
K Feedback gain matrix used to compute u[k] Sect. 2.1

Mw ,Ms, Mc, Mp |The workload model, the scheduler model, the controller, and the physical dynamics |Sect.9.2

Automata and Weakly-Hard Constraints

A= (X,Q,90, so, F)|Finite automaton encoding admissible hit/miss patterns Sect. 2.2
z Alphabet of scheduler outcomes/actions Sect. 2.2
Q Set of automaton states Sect. 2.2
8 Transition function (extended to words as §*) Sect. 2.2
w ‘Word over X'; represents a hit/miss sequence over the horizon Sect. 2.3
H Time horizon (word length/number of periods) Sect. 2.3
(")=(%) ‘Weakly-hard constraint: at least m hits in every window of length k Sect. 2.3
(my = (m) Weakly-hard constraint: at most m consecutive misses Sect. 2.3
Hold, Zero Input substitution policies: reuse last input/apply zero input Sect. 2.3
Kill, Skip-Next Task overrun policies: terminate overrun/skip next job release Sect. 2.3

Safety Metrics and Synthesis

T System trajectory over a finite horizon Sect. 3
T Nominal (ideal) trajectory with no imperfections Sect. 3
T Set of trajectories (e.g., induced by a weakly-hard constraint) Sect. 3
Dev(T, T°°%) Deviation of 7 from 7°°" (trajectory distance metric) Sect. 3.1
F Flowpipe: sequence of reachable sets over the horizon Sect. 3.2
Diam(F) Maximum diameter of reachable sets in a flowpipe Sect. 3.2
peafe Safety requirement (maximum allowed deviation/diameter) Sect. 3.3
D, D Sound upper bound/statistical estimate of a safety metric Sect. 3.3
n, j Number of controllers and per-slot execution capacity Sect. 5
S Schedule assigning controller jobs to time slots Sect. 5
Confidence level used in statistical hypothesis testing Sect. 6
DNNEg, DNN¢ Edge and cloud neural estimators in split computing Sect. 7
Dg, D¢ Edge and cloud inference delays Sect. 7
ug, uc Control inputs computed from edge/cloud estimates Sect. 7
J Assignment of neural networks to state components (DNN configuration) Sect. 8.1
psafe(€) Environment (£)-dependent Safety requirement Sect. 9.3

3 Notions of System-Level Safety

In Sect. 2.3, we introduced weakly-hard constraints as a way to capture nuanced
patterns of deadline hits and misses, moving beyond the traditional assump-
tion that every deadline must always be met. A natural next step is to quantify
the impact of specific hit/miss patterns on control safety. In practice, however,
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deadline misses are not the only source of imperfection: factors such as neu-
ral network approximation errors and other implementation artifacts may also
cause the system to deviate from its nominal trajectory. The central question is
therefore: under what conditions does the system remain safe despite deviations
introduced by imperfect components?

Classical control theory primarily focuses on system stability, which concerns
whether a system returns to equilibrium after disturbances. However, for safety-
critical cyber-physical systems, stability alone is insufficient. A system may be
stable yet still exhibit dangerous transient behaviors that compromise safety.
Unlike binary stability analysis, quantitative safety metrics allow us to categorize
different system configurations on a much finer basis than only two classes, viz.,
whether the system is stable or not.

In the following, we introduce two such measures over a finite horizon H: (i)
deviation from an ideal (nominal) trajectory, and (ii) the maximum diameter of
reachable sets. The choice of these specific metrics is motivated by the nature of
imperfections in autonomous systems. Control strategies are typically designed
to maintain the plant around a nominal operating point or trajectory, yielding
asymptotic stability. However, asymptotic stability is a liveness property and,
by itself, does not guarantee system safety during transients due to external
disturbances or inaccurate inputs that push the system away from this equilib-
rium [2]. Deviation from nominal trajectories (Sect.3.1) directly quantifies
this transient response, capturing dangerous excursions (e.g., swerving out of
a lane) that asymptotic stability analysis might miss. Complementing this, the
maximum diameter of reachable sets (Sect.3.2) measures the “spread” of
uncertainty introduced by sensing errors. A large diameter indicates that the
controller effectively lacks precise state knowledge, which is a safety risk even if
the actual trajectory remains valid. Finally, we restrict our analysis to a finite
horizon because we are specifically interested in the system’s recovery behavior
following such disturbance events. Since modeling every possible infinite-horizon
scenario is intractable, verifying safety over a finite look-ahead window—similar
to Model Predictive Control (MPC)—provides a practical and effective measure
of system safety in realistic settings.

3.1 Deviation from Ideal Trajectory

The first safety metric quantifies how far the actual system trajectory deviates
from an ideal reference behavior [56]. We begin by formalizing the notion of a
system trajectory.

Definition 8 (Trajectory). A trajectory is a function mapping the time inter-
val (for continuous systems) or time instants (for discrete systems) to the state
space. Formally, a continuous trajectory has the form 7 : [0, H] — R?, and a
discrete trajectory has the form 7 : {0,1,...,H} — R?, where H, € RT and
H € Z7" are continuous and discrete time horizon, respectively.
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Nominal

In the absence of deadline misses, Safety Margin
the trajectory of a dynamical sys- Sare trajecrorion
tem can be determined by applying =
the discrete-time dynamics in Eq. (3) gor
and the controller computation Eq. § 0.50
(4) repeated, starting from an initial b
state z[0]. Given a sequence of dead- E o
line hits and misses, e.g., w = 010101,
the corresponding trajectory can be 0;019612\\
calculated by applying either 0 or the B 0-0",150
previous control input depending on z position (mgters)-10-0500 ¢5 10 2
the deadline miss handling strategy. y position (meters)
When it is clear from context, we will Fig. 3. Safe & unsafe trajectories.

use 7(w) to denote the trajectory cor-
responding to w. More broadly, we define the set of trajectories:

Definition 9 (Set of trajectories). We use T to indicate a set of trajectories
and T (-) = {7 | 7 E -} to indicate trajectories that result from certain conditions.

With a slight overloading of notations, we define 7 (') = {r(w) |wE (%)}
to denote all trajectories corresponding to the weakly-hard constraint. A trajec-
tory computed in the absence of external disturbances, timing uncertainties, or
other implementation imperfections is referred to as the nominal trajectory T°".
This trajectory represents the intended behavior of the control system under
ideal conditions.

Definition 10 (Deviation). To compare different system evolutions, we define
the deviation between two trajectories T1 and T as

Dev(ry, 7o) = krerﬁ)é] d(m1[k], 2[k]) , (8)

where d(-,-) is a distance metric on the state space.

Typical choices include the Euclidean norm, the max norm, or, for set-valued
comparisons, the Hausdorff distance. This definition captures the worst-case
pointwise separation between two trajectories over the time horizon [0, H].

As an illustration, consider a system subject to deadline misses. Figure 3
shows a number of trajectories as the result of varying deadline hit/miss patterns.
The nominal trajectory 77", shown as the black line in Fig. 3, is the trajectory
resulting from no deadline misses. We denote this as 7" = 7(w"™), where
w™® = 1H denotes a sequence of H deadline hits. Suppose the hit/miss pattern
is represented as a word w = 110110. .., where a symbol 1 indicates a deadline
hit and 0 indicates a miss. The corresponding trajectory 7(w) is computed from
Eq. (3) by applying control inputs from Eq. (4) whenever a deadline is met.
When a deadline is missed, the system either re-applies the last valid control
input (Hold strategy) or applies zero input (Zero strategy). In both cases, the
resulting trajectory deviates from the nominal trajectory 7°°", and the deviation
can be quantified by Eq. (8).
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This formulation also applies in stochastic settings where system behavior
is observed through random sampling. Fach random sample corresponds to a
trajectory that may be compared against the nominal trajectory 77°" or against
other sampled trajectories. Deviation thereby provides a natural metric for quan-
tifying the dispersion of trajectories induced by probabilistic variations.

The deviation metric is especially useful when the ideal system behavior is
well understood. In such cases, safety requirements can often be expressed as an
upper bound on the allowable deviation from the nominal trajectory. Formally,
given a tolerance D%2f® > (), the system is considered safe if every admissible
trajectory 7 € 7 satisfies Dev(r,7"™®) < D*2f¢. This condition ensures that,
despite imperfections, the system remains within a prescribed neighborhood of
its ideal behavior throughout the time horizon.

3.2 Maximum Diameter of Reachable Sets

The second quantitative measure we consider is based on the notion of reachable
sets. Instead of analyzing a single trajectory starting from an initial state, we
study the evolution of a set of states over time.

Definition 11 (Diameter of a Set). Given a set X C R"™, its diameter is
defined as

Diam(X) = max d(z1,x2),

where d(-,-) is a distance metric such as the Euclidean norm.

The diameter measures the maximum pairwise separation between states in
X, and thus captures the spread or uncertainty within the set.

To reason about sets of states under dynamics, we employ the set-based
reachability analysis of linear systems [44]. For sets X[k] of states and U[k] of
inputs, the successor set is computed as

X[k+1] = ¢X[k] & T'U[K], (9)

where @X[k] = {@x | x € X[k]} and I'U[k] = {I'u | uw € U[k]}. @ denotes the
Minkowski sum, defined for sets A, B C R" as

AeB={a+blacA beB}.
Similarly, the control law extends to sets as
Ulk] = (=K)X[k] @ {x,[k]}, (10)

where —KX[k] = {—Kz | € X[k]} and {z,[k]} is the singleton set containing
the reference value at time step k.
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Practical Considerations of Calculating Reachable Sets: Equation (9)
represents the standard recursive formulation for set-based reachability analy-
sis of linear systems [44]. While theoretically sound, exact computation of this
recursion is often intractable because the geometric complexity of the set X|[k]
(e.g., the number of vertices or faces) grows with each time step. To make these
computations practical for the case studies in this paper, we utilize Zonotopes
as the underlying set representation. Zonotopes are centrally symmetric poly-
topes defined by a center ¢ € R™ and a matrix of generators G € R"*9. They
are particularly well-suited for linear control systems because they are closed
under linear maps and Minkowski sums—the two primary operations in Eq. (9).
Specifically, if X[k] is a zonotope (¢, G), then the linear map X [k] is simply
(Pc, 2G).

For our experiments, we implemented the reachability analysis using the
JuliaReach toolbox [8]. To prevent the number of generators from growing
indefinitely, we apply order reduction techniques at each step [45]. This pro-
cess approximates the exact zonotope X[k + 1] with a lower-order zonotope
that encloses the original, ensuring a safe over-approximation while maintaining
computational efficiency.

In scenarios where estimation error is relative to the state magnitude (as in
our neural network experiments), the input set U[k] in Eq. (9) becomes state-
dependent. We model this by computing an error bound zonotope W} at each
step. Let interval(X[k]) denote the axis-aligned bounding box of the current
state set. The disturbance set is defined as:

Wi ={-Ke|eecR" |e;| <€ - sup |z;|} (11)
zeX k]

where ¢; is the relative error rate for the i-th state dimension. This set is added
via Minkowski sum to the propagated state dynamics.

Starting from an initial set X[0], recursive application of Eqs. (9) and (10)
yields a sequence of reachable sets F = X[1], X[2],..., X[H]| over the horizon
H. This sequence, often referred to as a flowpipe, generalizes the notion of a
trajectory by capturing all possible evolutions of the system consistent with
uncertainties in the state or input.

Definition 12 (Maximum Diameter of Reachable Sets). We overload the
notation slightly and define the Maximum Diameter of Reachable Sets (MDRS)
over the time horizon as
Diam(F) = max Diam(Flk]).
(%) = max Dian(F[k)
This metric thus measures the worst-case uncertainty of system states at
any time within the horizon. A safety requirement D%3*® may be imposed to

ensure that
Diam(F) < D%*f¢,

thereby limiting the uncertainty of system states and ensuring that the system
remains within acceptable safety margins.
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As an illustrative example, consider a learning-enabled autonomous system
equipped with a neural network estimator for the system state. Suppose the
estimator produces an estimated state € RP that may deviate by up to 20%
from the true state € RP in each dimension. Formally, this can be modeled as

Xk ={Z|(1-a)z; <% < (1+a)z;}, a=0.2,

Propagating these sensing errors using Eq. (9) and U[k] = (—K)X[k] & {a,[k]}
yields a flowpipe of reachable sets that incorporates the effect of estimation
error. And the MDRS Diam(F) then provides a bound on how the sensing error
manifests as system uncertainty over the time horizon.

3.3 Evaluating Safety

Whether expressed in terms of deviation from the nominal trajectory or the
diameter of reachable sets, the ultimate goal of these metrics is to evaluate the
safety of a particular system configuration or property. In practice, this evalua-
tion can take many forms. For example, we may wish to study the quantitative
safety of a control system operating under a weakly-hard constraint (7; ), or to
analyze the effect of using a specific neural network configuration J within a
learning-enabled controller. Both cases require a systematic way to denote and
reason about safety properties.

When the context is clear, we use the shorthand notation Dev(-) or Diam(-)
to denote the quantitative safety property of a given configuration. For instance,
Dev(7) denotes the deviation of a trajectory 7 from a nominal trajectory 72",
as introduced in Sect. 3.1. Similarly, Dev(’,?) denotes the maximum deviation
between any trajectory consistent with the weakly-hard constraint (7,?) and a
nominal trajectory 7°°". In the case of uncertainty induced by a neural network
estimator, Diam(.J) denotes the Maximum Diameter of Reachable Sets (MDRS)
of the system when using network configuration J, as introduced in Sect. 3.2.

We further distinguish between exact, estimated, and bounded evaluations of
safety properties. The notation D denotes an estimated value of the safety metric
D, typically obtained through simulation, sampling, or statistical analysis. By
contrast, D denotes a formally derived upper bound on the safety metric, which
provides a conservative guarantee even in the presence of uncertainties. These
notations allow us to reason consistently about safety across different contexts,
while distinguishing between approximate and certified results.

4 How to Check That a Schedule is Safe

Growing complexity in embedded systems has introduced timing uncertainties
that may violate the hard real-time assumption that control task deadlines are
never missed. Deadline misses can lead to deviation of the control system from its
designed behavior, and may lead to safety deviations if such timing uncertainty is
not considered in system design and validation. We have introduced weakly-hard
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constraints (Sect.2.3) not only because they provide a foundation for further
safety analysis (as discussed in Sect. 3.1), but also because ensuring at least m
deadlines are met in a window of k is more practical than ensuring that all
deadlines are met in a real implementation.

This section addresses the problem of checking the quantitative safety met-
rics of a control system with potential deadline misses that are consistent with
weakly-hard constraints in the form of (m). The central challenge is that directly
computing the maximum deviation is computationally intractable, as it requires
exploring all possible runs of the automaton. To overcome this difficulty, we
present a set of approximation techniques that upper bound the deviation while
remaining computationally feasible.

4.1 Problem Statement

We now formalize the analysis problem. Let A = (¥, Q, 6, s0, F) be a finite
automaton as defined in Sect. 2.2 capturing a weakly hard constraint (m). The
mazimum deviation problem is:

Problem 1 (Mazimum Deviation). Given a finite automaton A, an initial set of
states, a time horizon H, and a nominal run 7°°", compute

Dev(m) = max_ Dev(r, 7""), (12)
T€T ((m))

where T ({m)) is the set of all possible trajectories resulting from deadline miss

patterns that satisfy the weakly hard constraint (m).

Since enumerating all 27 runs is intractable for large H values, we focus on

computing a safe upper bound D > Dev(m):

Problem 2 (Deviation Bound). Given A and 7°°", compute a bound D such that

Dev(m) <D forallTeT. (13)

4.2 Approximation Techniques

Uncertain Linear Systems. The first approach approximates the discrete-
time switched linear system [71] defined by the automaton as an uncertain lin-
ear system (specifically, a linear difference inclusion) [39]. While the automaton
enforces specific transitions between dynamics matrices based on the current
state, this method relaxes those constraints, allowing any dynamics matrix from
the set of all possible transitions to occur at any time step. Formally, we define
the system:
x[t + 1] = Ax|t],

where A C RP*P represents the set of all possible dynamics matrices. An exam-

. |1 . .
ple of A is: [0 g] , where « € [2, 3] represents a parameter. Intuitively, this treats
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the switching behavior as uncertainty, covering all possible dynamics matrices
simultaneously to compute a conservative deviation bound. Since the uncertain
dynamics matrix can represent a set of linear dynamics matrices, we leverage
it to compute an upper bound on Dev. The key idea is to encode all dynam-
ics matrices arising from finite automaton transitions into a single uncertain
dynamics matrix. Formally, for a given finite automaton A, we define

A:{)\(s,a)’seQ,aEE}. (14)

This construction captures all possible sequences of hits and misses by collecting
every transition’s dynamics matrix (i.e., every output of A from Definition 5).
By assuming that any dynamics in A could occur at each time step, we over-
approximate all behaviors of the finite automaton.

The reachable set of a uncertain linear system (ULS) at time ¢ represents
the possible states under any permissible sequence of actions. Here, Eq. (14)
yields an over-approximate reachable set for all runs of length ¢. Computing
the Hausdorff distance between this set and the nominal run (as in Definition
10) then provides the desired upper bound on Dev. We denote the one-step
reachable set from an initial set 2[0] as forward (A, z[0]), so that 2[1] = Az[0] and
z[1] = forward(A,z[0]). To represent the uncertain dynamics computationally,
we use an interval matrix that over-approximates A from Eq. (14) as A:

Ali, j] = [min{A[i, j]}, max{A[i, j]}], (15)

for all 1 < i,j < n, where n is the system dimension. Since A D A, this interval
representation safely encompasses all possible dynamics. Algorithm 1 uses this
representation to compute an upper bound D > Dev.

Algorithm 1: Computing upper-bound on the deviation as defined in
problem 1.

input : A finite automaton A, initial set z[0], nominal run 7°°", time bound H
output: An upper bound D > Dev
1D« 0;
A~ Compute using Equation (15); // Construct interval matrix encoding
all hit/miss behaviors.

N

38 Tnom — €VOl(Thom); // Compute the nominal trajectory.

4 for1<t< H do

5 z[t] — forward(A,z[t —1]); // Compute reachable set at time t.

6 di — dg (wnom[t],x t]); // Measure deviation from nominal trajectory.
7 D «+ max{D,d;}; // Track maximum deviation.

8 return D; // Return the maximum deviation bound.

Algorithm 1 and its Safety Proof (Sketch). The algorithm begins by constructing
the interval matrix A in Line 3, which encodes all possible hit/miss behaviors.
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The main loop in Lines 5 to 8 iteratively computes the deviation bound D. At
each time step ¢: Line 6 computes the one-step reachable set of the ULS, so
that z[t] contains all possible system states at time ¢. Line 7 then measures the
Hausdorff distance between this reachable set and the nominal trajectory. Line
8 updates the running maximum. Finally, Line 9 returns the computed bound D.
Correctness follows by induction. Assuming the reachable set x[t] safely con-
tains all true reachable states at time ¢, the forward(-) operator in Line 6 com-
putes an overapproximation of (J,. 4 Az[t]. Thus, z[t + 1] remains a safe over-
approximation, ensuring that the computed deviation bound is valid.

Generalized Recurrence Relations: The uncertain linear system approach
treats all dynamics uniformly, ignoring the finite automaton structure. A more
precise method exploits the automaton’s locations to track which sequences of
hits and misses have occurred. Consider an automaton (e.g., Fig. 2) where loca-
tion sy indicates that k& consecutive deadlines have been missed since the last
hit.

We introduce notation %! for the reachable set of all trajectories in location s
at time t. For instance, W;k captures all states reachable after exactly k consec-
utive misses at time ¢. Computing ¥! requires considering all transitions into
location s from every predecessor location.

We now derive generalized recurrence relations for any automaton with at
most N consecutive misses, as illustrated in Fig. 2. Let ¥! denote the reachable
set in location s at time ¢. For ¢ > 1, the recurrence relations are:

Wgo = hu”@EQ (/\(S, hlt) . Wstil) (16)
W;F = A(Sp—1, miss) - W;f;ll, where 1 <p < N (17)

with initial conditions:
WSO = z[0]; WSP =g, where 1 <p < N (18)

Equation (16) computes states reachable via a hit from any location, while Eq.
(17) propagates states forward through consecutive misses.

Algorithm 2 implements these recurrence relations to compute an upper
bound on Dev.

Algorithm 2 and its Safety Proof (Sketch). The algorithm initializes the recur-
rence relations in Lines 3 to 5 using Eq. (18), placing all initial states in loca-
tion sg. The main loop in Lines 6 to 11 computes the deviation bound D iter-
atively. At each time step ¢: Lines 7 to 9 compute the reachable sets for all
locations using Egs. (16) and (17). Line 10 measures the Hausdorff distance
between the convex hull of all location-specific reachable sets and the nominal
trajectory. Line 11 updates the maximum deviation. Finally, Line 12 returns D.

Correctness follows by induction. If the reachable sets are safe at time ¢,
then Lines 7 to 9 compute exact one-step evolutions for each location. Taking
the convex hull before measuring distance to the nominal trajectory yields an
overapproximation, ensuring x[t + 1] remains safe and the deviation bound is
valid.
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Algorithm 2: Computing upper-bound on the deviation as defined in
problem 1.

input : A finite automaton A encoding maximum number of allowed
consecutive misses N, initial set #, nominal run 7°°", time bound H
output: An upper bound D > Dev
/* Each location represents a class of hit/miss behaviors. x/
1 D = dp (evol(7™")[0],6);
2 WSOO =0 ;// Initialize location sp with the initial set.
3 for1 <k< N do
4 L Q?k = @ ; // Initialize other locations as empty.

5 for 1 <t < H do

6 ¥, + Compute using Equation (16) ; // Update reachable set for so.
7 for 1 <k <N do
t o . .
8 ¥,, < Compute using Equation (17); // Update reachable sets for
Sk -
9 di — dp (evol(7")[t], hullo<i<n{W!,}); // Measure deviation at time
t.
10 D « max{D,d:}; // Track maximum deviation.

11 return D; // Return deviation bound.

Bounded Runs. Both previous methods introduce overapproximation error
either globally (ULS) or at each time step (recurrence relations). A third app-
roach achieves greater precision by exhaustively exploring all runs for short hori-
zons, then iteratively applying this exact computation with periodic overapprox-
imations.

Computing the exact maximum deviation Dev requires enumerating all 27
runs of length H, which is intractable for large H. However, for a short run
length r <« H, exhaustive enumeration becomes feasible. The key insight is to
compute exact reachable sets for r steps, take convex hulls to overapproximate,
then repeat this process to cover the full horizon H.

Two challenges complicate this strategy. First, naively taking a single hull
over all final states would lose track of which automaton location each run ended
in, potentially creating spurious transitions in subsequent iterations. We address
this by grouping runs by their final location and maintaining one hull per location
in Q. Second, computing each run independently would introduce massive redun-
dancy, since runs share common prefixes. With X' = {hit, miss}, there are O(2")
runs of length r, requiring O(r - 2") matrix-vector multiplications if computed
separately. We improve this to O(2") by performing a depth-first traversal of
the trie of all runs, maintaining partial results on a stack. This optimization is
crucial for practical performance. Algorithm 3 implements this efficient traversal
strategy.

The algorithm uses array S as a stack of triples (z, s,a) containing the cur-
rent state, location, and next action to try, with ¢ serving as the stack pointer.
Line 6 initializes the stack with the initial state and location. The main loop
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Algorithm 3: Computing reachable sets for one iteration of the bounded
runs method.
1 Function BoundedRuns (A, z[0], 7)

input : Finite automaton A, set of initial states z[0], run length ~
output: Mapping from locations to lists of reachable sets over time
2 R «— Mapping from locations to lists of reachable sets;
3 S «— Array of v named triples (z, s,a);
4 1 1;
5 S[i] < (z[0], so, action 1);
6 while 7 > 0 do
7 if S[i] contains a leaf node then
8 RI[S[i].s][:] <~ Compute the hulls of all states at all time steps;
9 L—1—1;
10 else if the last action, S[i].a, has been tried then
11 | i—i-1;
12 else if no transition T'(S[i].s, S[i].a) then
13 | S[i].a < S[il.a+1;
14 else
15 S[i + 1] «— (A(S[é].s, S[i].a)S[i].z, T'(S[i].s, S[i].a), action 1};
16 S[i).a < S[i].a + 1;
17 i — 1+ 1;
18 return R;

in Line 7 performs depth-first traversal of the run trie. At each step, one of
four cases applies: If we reach a leaf (depth r), Line 9 computes convex hulls
and stores them grouped by final location, then backtracks. If all actions from
the current node have been explored, Line 12 backtracks. If the current action
has no corresponding transition, Line 14 skips to the next action. Otherwise,
we extend the current run by one step, update the stack, and descend deeper.
When traversal completes, the function returns R, mapping each location to its
reachable sets over time.

To cover a full-time horizon H = rJ, we iteratively apply BoundedRuns for J
iterations, overapproximating with convex hulls between iterations. Algorithm 4
implements this iterative procedure to compute an upper bound D on the maxi-
mum deviation Dev.

Algorithm 4 and its Safety Proof (Sketch). The algorithm begins by calling
BoundedRuns on the initial set in Line 3, populating R with location-indexed
reachable sets for the first r steps. Line 5 stores hulled versions in S[0 : r]. The
main loop in Lines 6 to 12 repeats this process J—1 times. Each iteration consists
of two phases: In Line 7, we call BoundedRuns from each location’s hull, popu-
lating rows of @) with reachable sets indexed by starting location. In Line 10, we
take hulls across each column of @ to compute the reachable set for each final
location, updating R. Line 12 stores the hulled reachable sets for the next r steps
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Algorithm 4: Bounded runs method for computing maximum deviation
from a nominal trajectory.

input : A finite automaton A, set of initial states z[0], nominal run 7",
per-tree run length 7, number of iterations J
output: An upper-bound D > Dev

1 S « list of rJ 4+ 1 empty reachable sets;

2 R < BoundedRuns(A, z[0], r); // Explore all runs from initial set.
3 @Q < |L| x |L| array of lists of reachable sets over time;

4 S[0: r] — hullser,(R]s]);

5 for 2<i<Jdo

6 forall locations s in A do

7 A" — A with sg = s;

8 L Qls,:] < BoundedRuns(A’, R[s][r],7); // Explore from each location.
9 forall locations s in A do
10 L R[s] «— hullser(Q[:, s]); // Hull by final location.
11 Slir :ir +r] < hullser(R[s]); // Store reachable sets for steps ir to

wr+r.

12 r;turn maxi<¢<,s {dr(evol(7™")[t], S[t]) };

in S. Finally, Line 13 computes and returns the maximum Hausdorff distance
between the nominal trajectory and the reachable sets over all rJ steps.

Correctness follows from the combination of exact computation within each
BoundedRuns call and safe overapproximation via convex hulls between itera-
tions. Since BoundedRuns explores all possible runs of length r exactly, and the
hulls at iteration boundaries contain all reachable states, the algorithm maintains
a safe overapproximation throughout. Therefore, the deviation bound computed
in Line 13 is valid.

4.3 Case Studies and Evaluation

We evaluate the three approximation methods on four control system bench-
marks.

RC Network. The first benchmark is an RC network [34]. The plant model,
discretized with a period of 100 ms, is

dt+1] = {0.5495 0.07240] o[ {0.3781

0.01448 0.9332 0.05234] ult]

Assuming a one-period sensor-to-actuator delay, we design an LQR controller

it — u]

ult] = [0.09772 0.2504 0.07805)] [z[t i
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Electric Steering. The second benchmark is an automotive electric steering sys-
tem based on a permanent magnet synchronous motor [77]. The plant model,
discretized with a period of 10 s, is

2t +1] = 0.996 0.075 o[ 0.100 0.003 ult]
~ |1—0.052 0.996 —0.003 0.083 '

The system is open-loop stable with poles at 0.9957 4 0.0626:. We design a new

controller rather than using the one from [77], as the latter appears to destabilize

the system:
ult] = [0.9067 0.07384 0 ()] [x[t — 1]]

0.01041 0.9685 00| |u[t — 1]

This controller assumes no sensor-to-actuator delay (K, = 0), deliberately
stress-testing our methods with a non-optimal design.

Airceraft Pitch. The third benchmark is an aircraft pitch control system [127].
The plant model, discretized with period h = 100 ms, is

0.9654 5.457 0 0.02842
x[t+ 1] = | —0.001338 0.9545 0| «[t] + |0.001969 | w[¢t],
—0.003842 5.544 1 0.005641

where state variable x3 represents the pitch angle. Assuming a sensor-to-actuator
delay of h, we design an LQR controller

Mﬂ[—o%arngzawmosﬁﬂ[ V‘”]

zﬁ—u'

F1Tenth Car. The fourth benchmark is an F1Tenth autonomous racing car [99].
The underlying dynamics follow a bicycle model, which is nonlinear. Since our
methods require linear dynamics, we linearize around straight-line motion in the
positive = direction and discretize with period 20 ms:

10 0 0 0.13
zft+1]=1010.13| z[t] + [0.02559 | u[t] + | 0 |,
00 1 0.3937 0

where x1,x2,x3 are the z coordinate, y coordinate, and heading angle, respec-
tively. Since z; grows linearly with time in the linearized model and does not
affect control, we reduce the model to

xﬁ+uEOfﬂ [t] {%ﬁg?}mﬂ

We adapt the controller from [95] as

ult] = [0.2935 0.4403] z[t — 1].
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Table 2. Number of Points Where Each Strategy Minimizes Deviation [56]

Miss Strategy RC Net|Steering|Aircraft F'1Tenth
Hold & Kill 91 95 100 100
Zero & Kill 67 100 0 0

Hold & Skip-Next|0 0 0 0

Zero & Skip-Next |0 0 0 0

For each benchmark, we evaluate deviation under different deadline miss
handling strategies defined in Sect.2.3: Hold & Kill, Zero & Kill, Hold &
Skip-Next, and Zero & Skip-Next. The results in Table 2 highlight that stabil-
ity analysis alone is insufficient for safety guarantees: all systems remained stable
under all strategies, yet deviation bounds varied significantly. The Hold strat-
egy consistently outperformed Zero across most benchmarks, while Skip-Next
strategies never achieved the minimum deviation. Algorithmically, the recur-
rence relation method achieved the best runtime, while bounded runs provided
the tightest bounds at the cost of increased computation time.

4.4 Discussion

Safety bound

0.0100 (23, 0.0169)
0.015

0.0075
c (22, 0.0070) c
o o e
£ £ o.010
S 0.0050 i
> >
a a

0,005 0.005

——Bounded Runs
0.0000 0.000
0 50 100 150 0 50 100 150
Time Time
(a) One consecutive deadline miss (b) Two consecutive deadline misses

Fig. 4. Deviation bounds from Algorithm 4 [56].

Checking Safety Properties. We illustrate deviation checking using the F1Tenth
Car model and controller. The controller runs every 20 ms, but other tasks may
cause occasional deadline misses. We consider a safety threshold of Ds3f¢ = 0.01.
Following the Zero&Kill strategy, a missed job is killed and input 0 is applied.

For a weakly-hard constraint of (1), the joint spectral radius bound is 0.944 <

1, meaning that the system is stable. Figure 4a shows results for Dev(1) calculated
using bounded runs iteration (Algorithm4, r = 16). The deviation fluctuates

periodically, with a maximum value of 0.0070 at ¢ = 22. Since Dev(l) < D3¢
the safety property holds under one-miss constraints.
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For a weakly-hard constraint of (2)—allowing one additional consecutive
deadline miss—the joint spectral radius rises to 0.959 < 1, meaning that stability

remains. However, bounded runs iteration now yields deviation Dev(2) = 0.0169
at t = 23 (Fig. 4b), exceeding the safety threshold D3¢ = (0.01. The system must
then be redesigned or scheduled differently, though our bounds are conservative
and may overestimate true deviation.

This example shows that stability does not guarantee safety: timing uncer-
tainty can yield unsafe deviations. Our methods provide systematic deviation
bounds, guiding design under weakly-hard constraints.

Table 3. Running Time Over Varying Time Horizon (100, 300, 1000 Steps), At Most
Three Consecutive Misses [56]

Miss Strategy Algorithm 1 |Algorithm 2 |Algorithm 4

Hold & Kill 1.9, 15.7, 17210.36, 1.0, 3.6/0.096, 0.31, 1.1
Hold & Skip-Next 7.8, 72.0,— (0.66, 1.9, 6.8/0.47, 1.4, 4.3
Zero & Kill 2.0, 16.4, 178/0.35, 1.0, 3.5/0.101, 0.34, 1.1

Zero & Skip-Next 8.1, 74.6,— (0.65, 1.9, 6.50.47, 1.4, 4.6

Table 4. Running Time Over Varying Misses for 150 Time Steps, Hold&Skip-Next [56]

Algorithm [(2) (4) (8) [(16)
Algorithm 2|0.725|1.2052.1253.92s
Algorithm 4/0.43s/0.87s|1.7s [3.4s

Scalability: To further illustrate the value of our methods, we evaluate their scala-
bility across a variety of situations. We first compare runtimes of the algorithms
across different plant models and miss strategies, then examine how runtime
grows with longer horizons and more behaviors in the finite automaton. Finally,
we analyze the bounded runs iteration method in detail, focusing on how its
per-tree run length parameter affects runtime and tightness of the bound.

Scalability of Methods: We conducted experiments across the plant models intro-
duced in Sect. 4.3, fixing the initial state as 1 = 10, 23 = 10, and the rest
to zero. Each run used the (3) constraint and a horizon H = 150. The ULS
method (Algorithm 1) converged only for the RC Network under Zero&Kill,
diverging elsewhere but always within 36.5s. The recurrence relation method
(Algorithm 2) was more robust, producing results for the RC Network under
all strategies, yet diverged for other models. Only the bounded runs iteration
method (Algorithm 4) consistently produced bounds, thanks to its tunable run
length parameter . Some configurations required such a large v that analysis
exceeded the one-hour limit, but in all other cases a finite bound was found,
with the chosen ~ reported in parentheses.
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Runtime Growth with Time Horizon H: To study runtime scaling, we ran each
algorithm on the RC Network with up to three consecutive misses over horizons
of 100, 300, and 1000 steps (Table 3). Both Algorithm 2 and Algorithm 4 scaled
linearly with horizon length, as expected. By contrast, Algorithm 1 exhibited
exponential growth due to repeated calls to the forward function and failed
to complete 1000-step runs under Skip-Next because of floating-point overflow
from divergent bounds. For practical use, the other two algorithms are thus more
attractive from a runtime perspective.

Number of Allowable Behaviors: The number of behaviors allowed by the finite
automaton grows with weaker constraints, e.g., allowing more consecutive misses.
Since Algorithm 2 and Algorithm 4 enumerate these behaviors explicitly, their
runtime increases with this parameter, as confirmed in Table4 for the RC Net-
work under Hold&Skip-Next with (2), (4), (8), and (16). By contrast, Algo-
rithm 1 is unaffected, as it overapproximates the entire automaton. Both explicit

methods scaled similarly in practice.

Varying Run Length ~v: The bounded runs iteration method introduces a tunable
parameter 7y, the number of steps between bounding box overapproximations of
reachable sets. Since its subroutine Algorithm 3 grows exponentially in ~y, larger
values trade higher runtime for tighter bounds. In practice, the smallest feasi-
ble v is often preferable: this strategy was used for the Electric Steering, Aircraft
Pitch, and F1Tenth models, with minimal overhead from a linear search for the
minimum. Conversely, there is no benefit in choosing ~ larger than the time at
which the maximum deviation D occurs, as seen in the RC Network. In some
cases, such as Electric Steering and Aircraft Pitch, larger v was required to
prevent divergence, but beyond that threshold, no further benefit was gained.
Finally, for the F1Tenth Car, a bound of 6.01 at time 27 exceeded r = 20, sug-
gesting that larger v could improve tightness—yet at significant computational
cost. Designers must therefore balance precision and runtime, accepting conser-
vative bounds when execution time is already high and safety requirements are
met.

4.5 Summary

We introduced a framework for checking the quantitative safety metric (such
as deviation Dev) of weakly-hard constraints (m). By representing weakly-hard
constraints with finite automata with output and using these to compute the
deviation metric from Sect. 3, we framed the maximum deviation problem and
the deviation upper bound problem, then presented three approximation meth-
ods to solve them. These methods allow us to derive quantitative safety metrics
for control systems under timing uncertainties, beyond the binary classification
offered by stability analysis that may not give the full picture. In the next section,
we build on these foundations to address the synthesis of safe schedules.
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5 How to Synthesize a Safe Schedule

In Sect. 4, we developed techniques to verify whether a given control task is safe
in the presence of timing uncertainties. We now turn to the complementary prob-
lem: how to synthesize a schedule that is guaranteed to be safe, in a constrained
resource setting where deadline misses are unavoidable. We utilize the method
of checking the quantitative safety metrics of particular weakly-hard constraints
from Sect. 4 to synthesize safe schedules.

5.1 Problem Formulation

Consider a collection of n dynamical systems modeled as discrete-time state-
space systems, as in Eq. (3), and correspondingly n controller tasks C,...,C,
implemented as periodic real-time tasks on a shared processor. For now, we also
assume that the tasks share the same period and at most j < n tasks can execute
in any given period due to resource constraints.

The nominal trajectory 77" for each task is defined as the trajectory result-
ing from no deadline misses, i.e., 7" = 7(w™™),w™™ = 111...11. And each
dynamical system has a safety margin D*f¢ around its nominal behavior, requir-
ing that Dev (7, 72°") < D$2f¢ Vr € 7, where T represents all possible trajectories
of the system. Following the definition in Sect. 2.3, we are interested in first find-

m

ing weakly-hard constraints of the form ( fh ) that satisfy the safety requirement,
i.e., Dev (') < D§afe,

Problem 3 (Constraint Synthesis). Given a dynamical system with the initial
state z[0], a time horizon H, and the allowed maximum deviation D3*¢ from the
nominal behavior, find a set of weakly-hard constraints of the form ( s ) such that
the plant behavior is safe under each of these constraints, i.e., Dev(’,’;) < psafe,

Given that H may be arbitrarily large, considering all possible weakly-hard
constraints becomes computationally intractable. We therefore introduce a max-
imum window size ky,q; where k.. < H, and restrict our synthesis to con-
straints of the form (}') satisfying m < k and k < kyqs. By solving problem 3,
we obtain a set of weakly-hard constraints for each plant. We then address the

following scheduling problem.

Problem 4 (Schedule Synthesis). Given a set of n controllers {C;}, each with a
set of weakly-hard constraints, and an implementation platform where at most
j < n controllers can be scheduled in each time slot, determine if a schedule
exists where all the controllers can be scheduled without violating their safety
constraints over the time horizon H. Furthermore, synthesize a schedule if one
exists.

Problem 5 (Safe Schedule Synthesis). Given a set of n controllers {C;}?_,, each
with a safety margin D$?*¢ determine whether there exists a schedule S assign-
ing jobs to time slots such that for every controller C;, the resulting hit/miss
sequence w; satisfies Dev(7(w;), 72°") < D§2f°. If such a schedule exists, construct
one.
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5.2 Constraint Synthesis

The first step is to derive, for each controller, the set of weakly-hard constraints
that guarantee safety. Formally, given integers m, k and a controller C', let T( ’]j)
denote the set of trajectories resulting from all hit/miss sequences in L( " ), the
regular language defined by the (') constraint (Sect.2.3). Define

D(%) = max Dev(r,7T
TET(’Z})

an)
b

where Dev is the trajectory distance metric defined in Sect. 3. We say that C is
safe under (') if D('}) < Dsafe.

Exact computation of D( T,?) is intractable, as it requires enumerating expo-
nentially many hit/miss patterns. Instead, we use over-approximation algo-
rithms introduced in Sect.4.2. This yields an upper bound B(T,?) > D(Z,’); if
D(}') < D2, then safety is guaranteed.

Algorithm 5: Constraint synthesis for a controller C

Input: Controller C, initial state z[0], horizon H, deviation bound D%
maximum window size kmax
Output: Set of safe weakly-hard constraints
result « (;
for k «— 2 to kmax do
for m «+— 1 to k£ do
D « DEviaTIONUB(m, k, C, 2[0]);
if D < D***° then
L result — result U {(%)};
break;

i =TS0 B VU R R

8 return result;

The output is a minimal set of constraints {(mg, k)} such that if a task meets
at least m; deadlines in any k consecutive releases, its trajectory remains safe.

5.3 Automata-Based Schedule Synthesis

Having synthesized a safe constraint set for each controller, we now construct
schedules that jointly satisfy them under processor capacity j. Recall from
Sect. 2.2 that each constraint (7,?) corresponds to a regular language L(’,?)
We construct for each controller C; a controller automaton A; that accepts the
union of all L(}') constraints synthesized for C;. Figure5 shows an example
automaton that corresponds to the (g) constraint.

The scheduler automaton Ag is then defined as the synchronous product of
the A;, restricted so that at most j jobs are scheduled per slot. An accepting
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O, ©) ®

Tasks with Tasks
distinct Boosting & | with same Schedule 11
periods Compressing periods Synthesis T,
(T1,P1) > (T1,P°) T
3
Ty

(T4;P4) (T47i30)

Schedulg(repeat)

Fig. 6. Overview of the period boosting/compressing workflow.

run of Ag corresponds exactly to a feasible schedule. Existence of a safe schedule
thus reduces to an automata emptiness check, and an explicit schedule may be
obtained from any accepting run.

5.4 Period Boosting and Compressing

The preceding construction assumes
tasks share a common period. In prac-
tice, controllers are designed with dis-
tinct sampling periods {P;}. To enable
joint scheduling, we align them by period
boosting (increasing P;) or period com-
pressing (decreasing P;) [141]. This yields
a common slot size Pg, within which
at most j jobs may be scheduled. An
overview of the procedure is shown in
Fig.6. Choosing Pc involves a trade-
off: shorter slots improve control respon-
siveness but increase contention; longer
slots reduce contention but risk violating
safety margins. For each candidate Pg,
we discretize the plant models accord-
ingly and re-evaluate safe constraints. In
some cases, recomputing feedback gains Fig.5. Example automaton for the (2
for the new period is necessary to pre- 3) constraint; non-accepting states are
serve stability; in others, original gains consolidated.

suffice.

miss

5.5 Case Studies and Evaluation

We implemented the above algorithms in Julia and evaluated them on five
benchmark controllers from the automotive domain: RC network, F1Tenth car,
DC motor, suspension system, and cruise control. For each, we specified WCETs,
nominal periods, and safety margins. We then:
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Synthesized weakly-hard constraints using Algorithm 5;

Constructed controller automata A; and the scheduler automaton Ag;
Checked existence of safe schedules under different Po values;
Compared results with and without recomputing controller gains.

Ll

Table 5 summarizes the outcomes. Notably, safe schedules were synthesized
even in settings where the utilization U = ), C;/P; exceeded 1, highlighting
that utilization tests are insufficient in the weakly-hard regime (Fig.7).

Nominal

Safety Margin

28 ms w/ redesign
——— 28 ms w/0 redesign
100 ——— 40 ms w/ redesign
40 ms w/o redesign

Fig. 7. Example trajectories for F1Tenth and Cruise Control models under synthesized
schedules [141].

Table 5. Summary of schedule synthesis results for benchmark controllers [141]

Common Period Pc|Gains Safe Schedule Exists? Notes

15 ms original no only 1 task per slot

28 ms original yes feasible without redesign
40 ms recomputed|yes redesign required

5.6 Discussion

The results highlight two key insights. First, weakly-hard constraints expand
the space of feasible schedules beyond what utilization or deadline-driven analy-
ses would allow. Second, period boosting and compressing expose non-intuitive
trade-offs: while shorter periods usually enhance control quality, they can harm
schedulability at the system level, and conversely, modestly longer periods can
yield feasible joint schedules. These observations underscore the importance of
safety-driven, rather than deadline-driven, scheduling.

5.7 Summary

We presented two complementary approaches to safe schedule synthesis.
Constraint-based synthesis derives admissible deadline miss patterns and con-
structs schedules via automata. Period boosting and compressing harmonize task
periods to enable synthesis across heterogeneous controllers. Both approaches
rely fundamentally on the safety notion of bounded deviation from nominal tra-
jectories (Sect. 3), linking system-level safety to task-level timing. This chapter
thus establishes the methodological foundation for the probabilistic extensions
explored in Sect. 6.



Building Safe Autonomous Systems Using Imperfect Components 241

6 Statistical Hypothesis Testing for Schedule Synthesis

In Sect. 4, we established the safety of weakly-hard schedules by deterministically
verifying all admissible hit/miss patterns up to a certain number of periods,
and used over-approximation techniques to mitigate the exponential growth of
computation time. While sound, this approach suffers from two key drawbacks.
First, the resulting deviation bounds are often overly conservative, excluding
many feasible schedules. Second, even with over-approximation, the number of
trajectories to be explored still grows exponentially with the length of the horizon
considered before bounding boxes are applied, making this parameter difficult to
tune: values that are too small cause excessive over-approximation, while values
that are too large render the computation intractable.

To overcome these limitations, we adopt a Statistical Hypothesis Testing
(SHT) approach to estimate deviation upper bounds with high statistical confi-
dence. Instead of exhaustively enumerating all possible trajectories, we sample
representative executions consistent with a given weakly-hard constraint and
apply statistical tests to infer, with high probability, an upper bound on the
deviation. This yields a tractable and less conservative characterization of safe
constraints. Finally, we integrate this statistical procedure with the schedule
synthesis technique introduced in Sect. 5.3, generating a concrete schedule that
is subsequently verified through deterministic analysis. In this way, the use of
SHT improves efficiency and reduces conservatism, while the final synthesized
schedule remains deterministically safe.

6.1 Statistical Hypothesis Testing Framework
We begin by recalling the deviation metric defined in Sect. 3.1. For a system with

nominal trajectory 72" = {7°"[0],...,7"°"[H]}, the deviation of an alternative
trajectory 7 = {z[0],...,z[H]|} is
DeV(T, 7—nom) = Og}cang d(x[k]’ T [k])v (19)

where d(-,-) is a metric on RP. Safety requires that Dev (7, Thom) < dsate for all
trajectories 7 induced by the schedule.

Given a weakly-hard constraint (7,? ), let ’T( 7,?) denote the set of all trajec-
tories consistent with that constraint. The maximum deviation associated with
this constraint is

D(%) = max Dev(T, Thom). (20)

767(7:

Checking this exactly is intractable for large H. Instead, the SHT framework
estimates an upper bound D(}) such that

Pr[p(%) <D(%)] = ¢ (21)

for a user-specified confidence level ¢ € (0,1).
The SHT procedure is illustrated in Fig.8 and involves three interacting
modules:
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. Hypothesizer: generates an initial guess Dy by sampling a small set of tra-

jectories consistent with (’Zj) and computing their deviations.

. Verifier: tests the null hypothesis

Hy : Pr [DeV(T7 Tnom) < ﬁ] < c,
Hy :Pr [Dev(T, Toom) < ﬁ] > e,

using a finite sample X = {7y,..., 7k} of trajectories. The sample size K is
derived from the desired Bayes factor and confidence level.

. Refiner: if the verifier rejects Hy, it provides a counterexample trajectory

7/ with Dev(7’, Tnom) > D. The hypothesizer updates D to this new deviation
and repeats.

This loop terminates when the verifier accepts Hi, yielding a bound 5(’73)

with confidence c.

6.2 Illustrative Example

We illustrate the method on
a discrete-time control system

Hypothesizer

Small number nom
modeled as in Sect.2.1. Con- ‘ P O S —— ’ A, z[0], 7
sider the weakly-hard constraint l Refiner
(1,3), meaning that in any three ~ _
consecutive activations, at least ‘ Compute D ’ ‘ Refine D
one job must meet its dead- i i
line. Suppose the initial state is - Initial gaces ——
z[0] = [1,1]7 and the horizon is Verifier e
H=5. ‘ Formulate Hy Generate K ’
1. The hypothesizer samples and Hy with D random runs iz::;re

. The verifier tests H; with

. The refiner updates the guess

two hit/miss sequences satis-
fying (1,3), e.g. w = 10110
and w = 11001, and com-
putes the corresponding devi-
ations. The maximum deviatio1

‘ Hypothesis test with of Hy and H; ’

sample size K, and finds
a counterexample trajectory
with deviation 0.3157 > Dy.

Accepted D

toD; = 0.3157 and resubmits
it. This time, all sampled tra-
jectories satisfy the deviation
bound, and H; is accepted.

Thus the SHT method returns D(1,3) = 0.3157 with confidence c. In this

Fig. 8. Overview of the statistical hypothesis
testing framework for schedule synthesis.

example, the bound coincides with the true maximum deviation that would also
be obtained through exhaustive enumeration, but at far lower computational
cost (Fig.9).
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Guessed bounds

Trajectory violates bound
.

Extended bounds

/ va . —v = —
,:\\// N ,:\\/, \\\ ,:\\" -~ N
42 N . SO ;, \\,\\/ \\\\\ ;, \\,\\// ~ \\\
L v
Step 1 Step 2 Step 3 Step 4
Guess deviation Statistically verify Refine deviation Statistically verify

bound deviation bound bound new bound

Fig. 9. Iterative deviation bound computation process.

6.3 Integration with Schedule Synthesis

The SHT procedure integrates with the automata-based synthesis workflow
introduced in Sect. 5.3. For each task 7; with safety margin D$*fe:

1. Enumerate candidate weakly-hard constraints (’}Z) up to a maximum window
size Koz -

2. Apply the SHT procedure to compute D; ( 7;) for each constraint.

3. Collect the set of constraints deemed safe:

C={(7) :Di(7) < Do),

4. Construct a task automaton A; encoding all hit/miss patterns satisfying at
least one constraint in C;, following Sect. 2.2.

The scheduler automaton is then built as the synchronous product of the task
automata, subject to the resource constraint that at most J tasks can execute
in each slot. An accepting run of this automaton corresponds to a candidate
schedule.

Finally, each synthesized schedule is subject to a deterministic sanity check:
the exact trajectory 7; induced for each task is computed, and its deviation
from the nominal trajectory is verified against D$2*¢. This ensures that, despite
relying on probabilistic guarantees at the constraint-checking stage, the final
synthesized schedule is deterministically safe. This mirrors the philosophy of
Sect. 4, but applied only to a small number of candidate schedules rather than
the entire exponential space.

6.4 Deterministic Verification

The statistical hypothesis testing (SHT) procedure described above provides only
a probabilistic guarantee that a weakly-hard constraint (’?) is safe for a given
controller, i.e., that the maximum deviation D( '} ) does not exceed the prescribed
safety margin dg,ee with high confidence c. At first glance, this may appear to
compromise the goal of obtaining deterministic safety guarantees for synthesized
schedules. However, because the results of schedule synthesis in Sect. 6.3 are con-
crete schedules, we can still obtain deterministic safety guarantees even though
we employed statistical hypothesis testing.
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The key point is that weakly-hard constraints are used only as an intermedi-
ate representation in the synthesis process. Once a candidate schedule has been
generated from these constraints, its safety can be assessed deterministically.
Indeed, a concrete schedule w = {wl0],...,w[H]} induces a unique trajectory
7% = {z[0],...,2[H]} for each controller, as defined in Sects.2.1 and 2.3. The
deviation of this trajectory from the nominal trajectory 7y is then computed

exactly via
D = d(z[k], ™"k 22
ev(w) = max d(alk), 7=[K), (22)
where d(-, -) is the state-space distance metric introduced in Sect. 3.1. The sched-
ule w is verified to be deterministically safe if and only if

Dev(w) < Dsafe,
This two-phase process yields the best of both worlds:

— Efficiency and tightness: SHT is used to identify sets of weakly-hard con-
straints that are likely to be safe, drastically reducing the search space com-
pared to exhaustive deterministic checking.

— Deterministic guarantee: Each synthesized schedule is subjected to
exact deviation computation, ensuring that the final result—the concrete
schedule—is safe with certainty.

Formally, let C; denote the collection of safe weakly-hard constraints for task
T; identified via SHT, and let S denote the set of candidate schedules generated
from the product automaton construction in Sect.6. The deterministic verifica-
tion phase selects

Ssate = {w € S | Dev(w) < D for all tasks T} }.

Thus, while the intermediate step of constraint classification relies on statisti-
cal confidence, the end product of the synthesis process is a deterministically
certified schedule.

This approach highlights an important advantage of the statistical hypothesis
testing approach for schedule synthesis: statistics guides the search, but deter-
manism certifies the result. By using SHT to prune infeasible constraints early,
we avoid the exponential blow-up and over-approximation of purely determin-
istic methods (Sect.4), yet we retain the same level of assurance in the final
synthesized schedule.

6.5 Case Studies and Evaluation

We evaluate the statistical hypothesis testing approach on five automotive con-
trol systems sharing a computational platform, addressing two research ques-
tions:

1. Can the SHT-based approach synthesize safe schedules when deterministic
methods fail?

2. How does the computational efficiency compare to existing deterministic
methods?
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Benchmarks. We evaluate on five automotive control benchmarks. All systems
are discretized with period P = 20 ms, and controllers are designed using LQR
assuming a one-period sensor-to-actuator delay.

RC Network (RC). The first benchmark is a resistor-capacitor network [34]. The
continuous-time plant model is

. —6.0 1.0 5.0
&(t) = {0.2 —0.7] x(t) + [0.5} u(d)-
FiTenth Car (F1). The second benchmark is an F1Tenth autonomous racing

car [99]. We linearize the bicycle model around straight-line motion, yielding

() = [g 6(')5} x(t) + [19.(()585] u(t).

The next three benchmarks are automotive subsystems from [105].

DC Motor (DC). The third benchmark is a DC motor speed controller [127]:

#(t) = {_‘0?82 _12} 2(t) + B] u(t).

Car Suspension (CS). The fourth benchmark is a suspension system [119]:

01 0 0 0

) -8 -4 8 4 80

z(t) = 00 o0 1 x(t) + 20 u(t).
80 40 —160 —60 —1120

Cruise Control (CC). The fifth benchmark is a cruise control system [100]:

0 1 0 0
)= o0 0 1 {z@®+]| 0 |u).
—6.0476 —5.2856 —0.238 2.4767

Experimental Setup. We compare the SHT-based approach against the deter-
ministic method from [140]. The control objective for all five systems is to stabi-
lize from an offset initial state x( to the origin. Initial states and safety margins
are specified in Table6. All five controller tasks execute on a shared proces-
sor, with a resource constraint of j = 2, meaning only two tasks can execute
per period P = 20ms. This constraint models realistic automotive scheduling
scenarios similar to AUTOSAR Adaptive [140].

All experiments use Julia 1.8 with the following parameters: maximum
weakly-hard window size k.. = 6, Bayes factor threshold B = 4.15 x 107,
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Table 6. Initial states and safety margins for the five benchmarks

Initial State Safety Margin
RC Network 17 0.07
F1 Tenth Car 117 0.56

Car Suspension|[100 100 100 100]7/0.8

Cruise Control |[1 1 1] 0.06

1
(1
DC Motor [100 100]7 0.1
|
[

time horizon H = 100, confidence level ¢ = 0.99, and Euclidean distance for
deviation measurement.

These parameter values enable direct comparison with the deterministic base-
line [140]. While modest (knaz = 6, n = 5), they cover practically relevant
scenarios—window size 6 captures extreme cases like 1 hit in every 6 consecu-
tive invocations. Constraint synthesis dominates computational cost and scales
linearly with n, so larger n would yield proportional runtime increases without
fundamentally changing the comparison.

RQ1: Synthesis Effectiveness: We evaluate whether the SHT-based approach
can synthesize safe schedules when the deterministic method fails. We apply
both methods to the benchmarks, with the deterministic method using iteration
parameter n = 15. Result: the SHT-based method successfully synthesizes a
safe schedule (Fig. 10), while the deterministic method fails.

Repeat

RC Network (
F1 Tenth Car

DC Motor [ ] [ ]

[ ]
Car Suspension [—] m
Cruise Control [ ] [ ] [—L

1 2 3 4 5 6

Fig. 10. The deterministic schedule synthesized for the benchmarks in Sect. 6.5 [142].

Tables 7 and 8 provide detailed constraint synthesis and schedule verification
results.

Table 7 shows deviation upper bounds ]/5(7,?) computed by the SHT-based
method for each weakly-hard constraint (7;?) Constraints satisfying ﬁ(’?) <
D%2f® are deemed safe. Highlighting indicates: | safe by both methods (D,D <
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Table 7. Deviation upper bounds D for each system and weakly hard constraint, com-

puted by the SHT-based method [142]

Window Minimum Hits (m)
Size (k) 1 2 3 4 5 6
1 0.0 - - - - -
2 0.036 0.0 - - - -
RC Network 3 0.0656 0.036 0.0 - - -
D¥** = 0.07 4 0.0899 0.0656 0.036 0.0 - -
5 0.11 0.0899 0.0656 0.036 0.0 -
6 0.126  0.11 0.0899 0.0656 0.036 0.0
1 0.0 - - - - -
2 0.179 0.0 - - - -
F1 Tenth Car 3 0.364 0.179 0.0 - - -
D¥*° = 0.56 4 0.557 0.364 0.179 0.0 - -
5 0.75 0.557 0.364 0.179 0.0 -
6 0.949 0.75 0.557 0.364 0.179 0.0
1 0.0 - - - - -
2 0.0546 0.0 - - - -
DC Motor 3 0.107 0.0546 0.0 - . .
D%*¢ = 0.1 4 0.156 0.107 0.0546 0.0 - -
5 0.204 0.157 0.107 0.0546 0.0 -
6 0.248 0.204 0.157 0.107 0.0546 0.0
1 0.0 - - - - -
2 0.16 0.0 - - - -
Car Suspension 3 0.34  0.16 0.0 - - -
D% = 0.8 4 0.53 0.34 0.159 0.0 - -
5 0.729 0.529 0.339 0.159 0.0 -
6 0.908 0.717 0.526 0.338 0.158 0.0
1 0.0 - - - - -
2 0.0138 0.0 - - - -
Cruise Control 3 0.0298 0.0115 0.0 - - —
D¥** = 0.06 4 0.0368 0.0212 0.0117 0.0 - -
5 0.0455 0.0323 0.0194 0.0115 0.0 -
6  0.0584 0.0423 0.0262 0.0201 0.0116 0.0

Dsafe):  safe only by SHT method (ﬁ < psafe < ci) By construction, any con-
straint safe under the deterministic method is also safe under the SHT method.
The methods perform comparably for RC Network and DC Motor, but the SHT
method produces significantly tighter bounds for F1 Tenth Car, Car Suspen-
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sion, and Cruise Control, with Car Suspension and Cruise Control gaining many
additional safe constraints.

Table 8 shows exact deviations for each benchmark under the synthesized
schedule (Fig. 10), computed via deterministic verification (Sect.6.4). Each sys-
tem’s schedule matches a safe weakly-hard constraint; for example, RC Net-
work’s schedule corresponds to ( é) For two benchmarks (Car Suspension and
Cruise Control), the deterministic method’s estimates D exceed the safety mar-
gin D%#f¢  while the SHT method’s estimates remain within bounds and closer
to actual deviations. This aligns with Table 7, confirming that the deterministic
method over-approximates severely for these systems. The synthesized schedule
passed verification on the first attempt, as expected given the high confidence
level ¢ = 0.99. These results demonstrate that the SHT-based approach success-
fully produces deterministically safe schedules even when existing deterministic
methods fail.

Table 8. Exact deviation values for each system when scheduled according
to Fig. 10 [142]

Safety Closest Estimated Estimated Actual
Margin Constraint 6( ZL) 5(’,;’) Deviation

RC Network ~ 0.07 (1) 0.0656  0.0656  0.0092
F1 Tenth Car  0.56 0.364 0.364 0.303
DC Motor 0.1 0.0546 0.0546 0.157
Car Suspension 0.8 0.34 1.04 0.13
Cruise Control  0.06 0.0138 0.0712 | 0.00578

Py

N W - W

~— — — ~—

RQ2: Computational Efficiency: To assess computational efficiency, we com-
pare runtime against the deterministic method with two configurations: n = 15
(used in RQ1) and n = 18 (the minimum n for which the deterministic method
succeeds). Higher n yields tighter bounds but exponentially longer runtime [56].
Runtime results appear in Table 9.

The SHT-based method achieves 30x to 600x speedup per benchmark for
constraint synthesis, and overall speedup of 55x (vs. n = 15) and 394x (vs.
n = 18). Schedule synthesis and verification contribute negligible overhead. The
SHT method exhibits consistent per-benchmark runtimes, while the determin-
istic method shows high variance (Car Suspension takes significantly longer).
Critically, the deterministic method requires trial-and-error tuning of n, itself
a time-consuming process, whereas the SHT method eliminates this parameter
search.

In summary, the SHT-based approach is orders of magnitude faster while
avoiding manual parameter tuning required by deterministic methods.

The use of SHT offers several advantages. First, sampling-based verification
yields tighter bounds, with upper bounds 5( ’,?) that are typically much closer to
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Table 9. Execution times for the SHT-based and deterministic methods

SHT (¢ = 0.99)|DET (n = 15) DET (n = 18)
RC Network 2.17s 115.35s 818.92s
F1 Tenth Car 2.09s 115.96s 817.70s
DC Motor 2.78s 112.95s 820.18 s
Car Suspension 3.10s 292.35s 2071.46s
Cruise Control 3.33s 111.65s 799.89s
Schedule Synthesis 0.017s 0.106ss 0.012s
Schedule Verification 0.008 s — —
Total 13.50s 748.37s 5328.16's
Schedulable? Yes No Yes

the true deviation than conservative reachable-set methods of Sect. 4. Second, the
approach is more scalable since the computational cost grows linearly both with
the number of samples and the time horizon H, rather than exponentially with
H. Finally, SHT enhances feasibility by allowing schedules excluded by determin-
istic over-approximation to be recovered, thereby broadening the design space.
However, the approach also has certain limitations. The probabilistic nature of
SHT means that constraint safety is guaranteed only with confidence ¢, though
the final deterministic verification step mitigates this risk. Additionally, param-
eter tuning presents challenges, as sample size K and Bayes factor thresholds
affect both accuracy and computational effort, and must be chosen carefully.

6.6 Summary

In summary, statistical hypothesis testing provides a principled, scalable, and less
conservative alternative to the deterministic safety checking methods of Sect. 4.
By evaluating safety in terms of the deviation metric defined in Sect. 3.1, it
aligns with our quantitative system-level safety framework. When integrated
with automata-based schedule synthesis (Sect. 2.2, Sect.2.3), SHT enables the
construction of schedules that are deterministically safe yet efficiently discovered.
This combination of probabilistic reasoning and deterministic validation forms
the backbone of our statistical approach to safe schedule synthesis.

7 Safety-Driven Edge-Cloud Partitioning

In the previous sections, we considered implementation imperfections in the form
of timing uncertainties, such as the inability to meet 100% of deadlines. We
now turn to another major source of imperfection: inaccuracies introduced by
neural network estimators. Although advances in deep learning have dramat-
ically improved estimation accuracy, these gains often come with larger mod-
els and higher computational demands. On resource-constrained autonomous
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platforms—Ilimited by space, energy, and cost—it is rarely feasible to deploy the
most accurate models solely on edge devices. Cloud-based deployment removes
these constraints and enables more accurate inference but introduces significant
sensor-to-actuator delays due to communication and computation overhead.

Split Computing (SC) mitigates these drawbacks by partitioning the DNN
into an edge “head” that produces fast but less reliable estimates, and a cloud
“tail” that yields more accurate but delayed results. This raises fundamental
design questions: how should control strategies combine these heterogeneous
inferences, and how should computational resources and DNN sizes be allocated
across edge and cloud?

We address these questions by providing the mathematical formulation of a
hybrid controller, which combines the delayed inputs from both the edge and the
cloud, taking into account the latency between sensing the state and the time at
which this control input is produced by the DNNs at the edge and cloud. Our
results show that purely edge- or cloud-based solutions lead to significant devi-
ations from the ideal behavior and increase control effort, whereas SC reduces
both. However, performance is highly sensitive to the edge—cloud resource split,
motivating systematic exploration of this design space and the development of
tailored control strategy templates.

7.1 Split Computing for Edge-Cloud Platforms

Over the past decade, DNNs have achieved remarkable accuracy and are increas-
ingly deployed on edge devices (Local-only Computing (LoC)) [15]. However,
resource constraints limit edge deployment, often requiring compression tech-
niques that reduce accuracy. Alternatively, cloud-based Remote-only Comput-
ing (RoC) offloads all computations to a server, achieving high accuracy but
incurring latency and bandwidth costs.

SC offers a compromise by partitioning the DNN between edge and cloud,
reducing delay and transmission overhead. Early SC methods split models at
fixed layers; recent approaches optimize latency and communication. Any archi-
tecture using a DNN, denoted M(-), produces output y from input x. We com-
pare LoC, RoC, and SC, and discuss SC in Cyber-Physical Systems (CPSs),
where both performance and safety are critical.

— Local-only Computing (LoC): Here, the edge device executes M(z) entirely
(Fig. 11a), minimizing latency but limiting model size. Lightweight variants
M(z) (e.g., MobileNetV3 [58]) and compression methods such as pruning,
quantization [70], or knowledge distillation [53] improve efficiency, albeit with
potential accuracy loss.

— Remote-only Computing (RoC): In RoC, x is transmitted to the cloud for
processing (Fig. 11b). This yields high accuracy but incurs significant com-
munication delay and bandwidth usage.

— Split Computing (SC): In SC, the DNN is divided into a local “head” and
remote “tail” (Fig.11lc). Data may be compressed with auto-encoders [85],
where the encoder F(x) = z; runs locally and the decoder G(z;) = Z runs on
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Inference

Controller|

(a) With LoC, the edge device entirely (b) With RoC, the input is transferred to

Controller|

executes the model inference. the cloud, processed, and returned.
Edge I
g Cloud Edge Cloud
KN :
Controller| Inference Head Inferenf:e Tail Controller Inference Head| Inference Tail
0 R S —
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Fig. 11. Different learning-enabled CPS architectures.

the cloud, with distortion d(x, Z). Early studies [63] suggested splitting after
initial layers to balance latency and energy. Later methods exploit quantiza-
tion [68], sparsity [13], lossy/lossless compression [16,29,86].

Split-point selection evolved from layer-based heuristics [116] to neuron-based
methods [12,31], which preserve influential neurons before partitioning. Exten-
sions incorporate Multi-Task Learning (MTL) [14], enabling simultaneous tasks
and improved generalization. In LoC (Fig. 11a), limited edge resources restrict
DNN size, increasing estimation error and reachable set size, thus reducing safety.
In SC (Fig. 11¢), larger cloud models improve accuracy but add sensor-actuator
delay and risk of packet loss, again affecting safety. Early-exit variants (Fig. 11d)
compute a quick local control u; from estimate x1, while cloud inference refines
with us, reducing latency. Importantly, the most accurate DNN is not neces-
sarily the safest in SC due to delay. Thus, careful split-point selection is essen-
tial for control design. We illustrate SC for pedestrian distance estimation in
autonomous driving. The split DNN processes camera frames at 30 fps:

1. Image acquisition: frames are resized, cropped, and normalized.

2. Preprocessing: YOLO [60] detects pedestrians and bounding boxes, passed to
the head network.

3. Head computation: bounding box features are transformed into intermediate
representations, enabling fast but uncertain estimates, then transmitted.

4. Tail computation: the tail refines features for precise distance regression, out-
putting pedestrian—vehicle distances for navigation and control.
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7.2 Hybrid Controller Design for Sub-sample Cloud Delays

We design a controller for SC architectures. Sensors capture the environ-
ment; a DNN estimates state variables, which inform control inputs. Exam-
ples include pedestrian distance estimation or adaptive cruise control. The key
challenge is balancing inference accuracy against delay. We propose deploying
a small DNNgon the edge and a larger DNN¢ on the cloud. DNNg provides
fast but uncertain estimates; DNN¢ refines accuracy after communication delay.
The controller applies early control using DNNg outputs and updates when
DNN¢ results arrive.
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Fig. 12. Control inputs (i) uz[k — 1], (ii) wi[k], and (iii) wa[k] [149].

System Setup: Two DNNs run in parallel: DNNg locally and DNN¢ remotely.
Within each sampling period h, three control inputs are applied (Fig.12): (i)
ue [k — 1] (previous cloud output) until DNNg finishes, (ii) ug [k] (current edge
output) until DNN¢ finishes, (iii) uc [k] (current cloud output) thereafter.
Delays are D for DNNg and D¢ for DNN¢ , both assumed < h.

State-Space Model. Let z[k] € R™ be the plant state, u[k] € R™ the control
input. The discrete-time system is:

xlk + 1] = Az[k] + Bulk]. (23)
With split delays, z[k + 1] becomes:
zlk+1] = Az[k]+ I (Dg, D¢ )ug [k] + I'o(De )uc [k] + I'3(Dg , Do Juc [k —1],

with

Dc —DE
I (Dg,D¢) :/ e*Bds,
0

h—Dc
I;(De) :/ e*Bds,
0

h—Dpg +Dc

I3(Dg,Dc) :/ e*Bds.
h—D¢
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Define augmented state and control:

_ |zl _ |ue K]
z[k] = [Uc e — 1]} ) ulk] = [uc [kd .
Then,
2lk + 1] = &2[k] + Tulk], ulk] = Kz[k],
with

- AF3 _ F1F2
IR ]

Controller Design. We design K via Linear—Quadratic Regulator (LQR), min-
imizing

J = Z (k] Qz[k] + ulk ]TRu[k])
The Riccati equation ylelds P7 and
K=(I"Pr+R)"'r"po.

Finally, estimation uncertainty is modeled by scaling the k,,; entries of K with
uncertainty factors A;, for DNNg and Ay, for DNN¢ , simulating state estimation
errors while leaving k:uij unaffected.

7.3 Hybrid Controller Design for Multi-Sample Cloud Delays

In the previous section, we discussed the controller design strategy for edge-cloud
platforms. In this section, we explain the different scenarios involved in edge-
cloud computing and formulate them based on when the control inputs from the
edge ug and the cloud u¢e arrive within a control period. As mentioned earlier,
the control inputs ug and uc are derived from DNNg and DNN¢ respectively.
We will start with describing the two base cases: edge-only computing and cloud-
only computing, and then go on to describe various edge-cloud scenarios.

Edge-Only Control: In the edge-only computing scenario, all computations
are executed on the edge device, leading to faster but less accurate control due
to limited computational resources. The control input is assumed to be available
within a single sampling period, with ug[k — 1] applied until the updated con-
trol input ug[k] is received after a delay dg as shown in Fig. 13a. The system
dynamics with sensor-to-actuator delay are expressed as

zwlk+1]=A-z[k] + I -uglk — 1] + I3 - up[k] (24)

x [k] is the system state vector and the matrices I and Iy are given by

h h—dg
Flz/ e*B . ds, Fg:/ e B - ds,
h—dp 0
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which capture the effect of the control inputs over the sampling interval. To
recover a standard discrete-time state-space form, an augmented state vector

z[k] =

is introduced, yielding the system model

2k +1] =& z[k] + - uk], with @:[AH}, r:{g].

i) b

(25)

00 1

The gain matrix K is then computed via a standard LQR design, leading to the

control input uglk] = Kz[k].

h |
>
z[k] zlk 4 1]
up [k—1] ugp [k] <ug[k+1]---
——l
dp

(a) Closed loop feedback is calculated
solely based on the estimation from the
edge network.

; h |
x[k] zlk +1]

T L n{ll g [K]oleuy [k«[ n}o<up [k+ 1]
, dc—n-h
dp

(c) uc arrives after ug and the new actua-
tion value is the weighted sum of uc and
Uug.

dc —n-h

(b) Closed loop feedback is calculated
solely based on the estimation from the
cloud network.

h
S

cug [k [ 1] i< uc [k — n}>< un[[k‘] 1«”0 k—n+1)-
I ]
i de

dc—n-h

(d) uc is after ug and overrides it.

z[k}+1]

(e) ug arrives after uc and the new actuation value is the weighted sum of uc and ug.

Fig. 13. Different scenarios arising as a result of multi-sample cloud delays [35].
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Cloud-Only Control: In the cloud-only control scenario, sensed data is trans-
mitted to the cloud for state estimation, and the resulting control input incurs a
delay of d¢ € [nh, (n+1)h] as shown in Fig. 13b. Consequently, the control input
uclk — n] applied at the k' sampling period is based on the state measured n
periods earlier. The system dynamics are expressed as:

zlk+1)=A-zlk] + I -uclk —n— 1]+ Is - uclk — nl, (26)
where
h (n+1)h—dc
In :/ eV Bds, Iy :/ e Bds. (27)
(n+1)h—dc 0
Defining the augmented state vector
(k]
[k = | . ulk] = uclk ~nl, (28)
x[k — n)

uclk —n —1]

and the system model becomes

[A0---00 1] e
10---000 0
07---000

z[k+1) =@ z[k] + I" - ulk], where, &= | . . EENNESE (29)
00---100 (I)
|100---00 0 |

The control input is computed via the LQR design, yielding the gain matrix
K € R4 X ((n+1)-p+q)

ulk] = Kz[k], K=[0---0Kc0]. (30)

Edge-Cloud Hybrid Control: In the hybrid control strategy, sensed data
is simultaneously transmitted to both the edge and the cloud DNNs for state
estimation. During each sampling interval [k - h, (k + 1) - h], two control inputs
are generated: ug from the edge, based on Zg[k], and uc from the cloud, based
on Zclk —n]. If dg < de — n - h, the edge input arrives first; otherwise, the
cloud input arrives earlier. The hybrid controller determines the actuation values
applied within [k - h, (k 4+ 1) - h] according to the arrival order of these inputs.

A natural choice is to apply whichever input arrives first, as continuing with
older inputs would degrade performance. For example, if ug arrives at dg before
uc, then ug is applied until u¢ arrives at do —n - h, after which u¢ is used until
(k+1)-h+dg. At that time, the next set of actuation values, based on x[k + 1],
becomes available, and prior inputs are discarded.

The general hybrid strategy is expressed as:

uglk] = a-uglk] + (1 — a) - uclk — nj, (31)
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where a € [0,1] determines the relative contribution of edge and cloud inputs.
The cases a = 0 and o = 1 correspond to one input fully overriding the other.

In our work, « is selected empirically to optimize performance. Determining
the optimal « analytically remains future work. For linear systems, such an
analysis should be feasible by characterizing the uncertainties associated with
the inferences from DNNg and DNN¢.

Combined-Input Follows Edge-Input: We first analyze the case where the
edge control input arrives before the cloud input, i.e., dg < d¢ — n - h. In this
setting, up is applied during the interval [k-h+dg, k-h+ (dc —n-h)] as shown
in Fig. 13c. Once uc becomes available, a weighted combination of ug and uc
is applied during [k-h + (dc —n - h), (k+1) - h+ dg]. The system dynamics are
given by

xlk+1)=A-zlk]+ It -uglk — 1]+ Iy - uglk] + I3 - ug[k], where,

(n+1)]1—dc+dE do—dg—nh (n+1)h—dc
Flz/ eAsBds,ng/ eAsBds,ng/ e*Bds.
(n+1)h—dc 0 0

To express the system in standard state-space form, we define

(k]
: wplk]
z[k] = z[k — n] , ulk] = u —n]|’
uplk — 1] [ clk J

uclk —n —1]
yielding z[k + 1] = @ - z[k] + I - u[k], where,

AO0---0Nali(l-a) Iy + I3 I3(1 — o)
I0---0 0 0 0 0
0o7l---0 0 0

00---1 0 0 é ?
_00...0 0 0 ]

The corresponding LQR gain K € R2¢*((»+1)p+29) s then computed, with

the components corresponding to z [k],x [k + 1], - ,2 [k —n], ug [k — 1] and
uc [k —n—1] in z [k]:
C[Kp 0 - 00
K[o ~--KCOO}

As a special case, when o = 0 (Fig. 13d), the hybrid controller reduces to the
setting where the cloud input simply overrides the edge input after arrival. In
this case, ug is applied during [k - h + dg, k- h + (de — n - h)], and is replaced
by uc for [k-h+ (dec —n-h), (k+1)-h+ dg]. The dynamics then simplify to

xlk+1)=A zlk]+ TN -uclk —n—1]+ Is - uglk] + I's - uclk — nl,
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with corresponding augmented state representation z[k + 1] = @ - z[k] + I - u[k],
where,

=] =
x[k — n)
uclk —n —1]
The associated gain matrix K € R2? * ((n+Up+a) " with o [k] = Kz [k], in this
case has the form:
Kg 0 --- 00

K:[o - 0 KCO}

Combined-Input Follows Cloud-Input: We next consider the case where the
cloud control input arrives before the edge control input, i.e., do —n-h < dg. In
this setting, uc is applied during the interval [k-h+ (de —n-h), k-h+dg]. Once
up becomes available, a weighted combination of ug and uc¢ is applied during
[k -h+dg, (k+1)-h+ (dc —n-h)] as illustrated in Fig. 13e.

The system dynamics take the form

zlk+1)=A-z[k]+ It -uglk — 1]+ Iy - uclk — n] + I's - ug[k], where,

dc—dE—(n—l)h dp—dc+nh h—dg
n:/ e*Bds, ng/ e**Bds, rgz/ e*Bds.
h—dg 0 0

To cast the dynamics into standard state-space form, we define

k]
z[k] = z[k — n] o ulk] = unlk —nll
UE[]{) — 1] |: C[k ]:|

uclk —n —1]]
yielding z[k 4+ 1] = @ - z[k] + I" - u[k], where,

A0---0a (1l —a) I3a Iy + I3(1 — «)
JTO---0 0 0 0 0
07l---0 O 0

e : =
_00...0 0 0

The gain matrix K € R2((n+1)p+29) j5 computed from this formulation. It
can be simplified into components corresponding to z [k],z [k + 1], - -, [k — n],
ug [k — 1] and uc [k — n — 1] in z [k] as follows:

_[Kg 0 -~ 00
K‘[o -~-KCOO}'



258 S. Xu et al.

In this section, we have analyzed four distinct cases, depending on whether
actuation is based on edge-only, cloud-only, or hybrid inference, and on the
order in which ug and uc arrive within each sampling period. For each case,
the primary contribution was the derivation of a state-space representation of
the closed-loop system. Once this representation was established, standard LQR
methods were applied to compute the corresponding control gains.

7.4 Case Studies and Evaluation

We evaluate the control strategies proposed in Sect. 7.3 using a case study of an
F1Tenth [99] racing car model. The following subsections describe the objectives
of our experiments, the experimental setup, the methodology, and the corre-
sponding results. We also compare different combinations of edge-based and
cloud-based inferences to determine which strategies result in the best perfor-
mance under varying inference delays and uncertainty levels associated with
DNNpg and DNNg¢.

Objectives. Our goal is to assess how combining control inputs from both
DNNg and DNN¢ affects the safety and performance of the closed-loop system
(plant + controller). The evaluation proceeds in two parts:

(A) A real-world case study using two state-of-the-art DNNs deployed on hard-
ware platforms representing edge and cloud computing.

(B) A broader evaluation of controller performance under varying inference
delays and uncertainties. This explores when hybrid control is advantageous
and when edge-only or cloud-only strategies are preferable.

Setup: For experiment (A), the edge device is considered to be an NVIDIA
Jetson Nano [97], capable of 472 GFLOP/s. The cloud platform is considered
to be a GeForce RTX 5060 [96], offering a compute speed of 614 TFLOP /s. We
considered MobileNetv3_small (DNNg ) for the edge and EfficientNet_B6
(DNN¢ ) for the cloud [143]. The edge DNN is smaller and faster but incurs
a higher inference error of 42.53% and latency dg = 0.02 s. The cloud DNN
is slower with a latency of d¢ = 0.1 s but more accurate with an error of
21.08%. Data transmission between edge and cloud adds 0.1 s round-trip delay,
considering a 5G link [32].

The plant model is the state-space representation of an F1Tenth [99] racing
car with two states: velocity (x1) and yaw angle (z2). The inputs are accelera-
tion and steering. The controller’s task is to bring the vehicle to rest from an
initial velocity. Estimation uncertainties are modeled as Gaussian: N'(0,0p) for
DNNg and AMV(0,0¢) for DNN¢ .

Methodology: The continuous-time plant trajectory with ground truth state
knowledge is taken as the ideal trajectory. Discrete-time trajectories using uncer-
tain DNN-based state estimates form the non-ideal trajectories.
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Given ulk] = K z[k], we partition K into K, (applied to z[k]) and K, (applied
to the remaining components), i.e., K = [Kx Ku]. To simulate uncertainty, we

scale each state component by a random factor A;, to give z[k] = Ax[k], with
A =[Ay, Ay, ..., A,]T. This modifies the effective feedback matrix as

Kestimation = [Km/l Ku] .

Although A is unknown in practice, it can be empirically estimated by evaluating
DNNs against labeled datasets. For simulation, the closed-loop dynamics are
expressed as

z[k + 1] = Pz[k] + AK z[k]. (32)

We measure deviation from the ideal trajectory using Root Mean Square Error
(RMSE):

1 & gz-—ge,,)z
RMSE(#, i) = | — A
(3.21) ng( ~

i

where & and Z; denote non-ideal and ideal state values, respectively, and n is
the number of sampling steps.

All strategies from Sect. 7.3 (edge-only, cloud-only, and hybrid) were sim-
ulated. For each run, uncertainties were drawn from the respective Gaussian
distribution of the DNN at sensing time, perturbing the state before computa-
tion of the control input. Each trajectory was run for 1.5 s, with 500 runs per
strategy. We focus on x; in the results, as we only consider x; as the observable
state. The hybrid parameter o was tuned empirically to minimize RMSE, and
its optimal value varied with inference delays and uncertainties.

Results: For experiment (A), Table 10 reports the average RMSE values for the
different control strategies used and their standard deviations (SD). Figure 14
shows representative trajectories. A lower RMSE indicates closer tracking of the
ideal trajectory, while a lower SD implies more consistent performance.
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Fig. 14. System dynamics with combinations of edge-cloud perception [35].

The hybrid controller achieved the best performance, with average RMSE
27.38 and SD 13.20, compared to 113.57 for the edge-only controller and 41.04
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for the cloud-only controller. Figure 14c shows smaller deviations of the mean
non-ideal trajectory (dotted blue) from the ideal trajectory (green) with the
edge-cloud controller, with a narrower spread compared to edge-only (Fig. 14a)
and cloud-only (Fig. 14b).

Table 10. Performance of different control strategies (distance from ideal trajec-
tory) [35]

Scenario Avg. of RMSE|SD of RMSE
(a) Edge-Only control 113.57 44.44
(b) Cloud-Only control 41.04 18.74
(c) Edge-Cloud Hybrid control 27.38 13.20

Table 11. Performance comparisons of the different setups [35]

Latency of Latency of @ SD of SD of Best
DNNg, DNN¢, DNNg,DNNe, n performing
dg (in s) | dc (in s) OB oc controller
0.005 0.01 - 0.03 | 0.3 0.2 | 01 |Cloud-Only
0.005 0.04 — 0.50 0.3 0.2 |2-25 Hybrid
0.01 0.01 -0.05 | 0.7 0.3 | 0 -2 |Cloud-Only
0.01 0.06 — 0.50 0.7 0.3 ' 3-25| Hybrid
0.01 0.01 - 0.19 1.5 1.2 0 -9 |Cloud-Only
0.01 0.20 - 0.50 1.5 1.2 |10 — 25| Hybrid
0.02 0.02-0.62 | 0.5 0.2 |0-25| Hybrid

For experiment (B), we varied inference delays and uncertainties. Table 11
summarizes the optimal strategy under different setups. For example, when dg =
0.005, do = 0.02, o = 0.3, and o¢ = 0.2, cloud-only control achieved an
RMSE of 21.36, outperforming hybrid with an RMSE of 24.23. However, when
d¢ increased to 0.04, hybrid control outperformed cloud-only control with an
RMSE of 24.85 over 42.66.

Final Remarks: The best control strategy is dependent on the setup. With
small cloud delays (< 9 sampling periods), cloud-only control is preferable. For
larger delays (> 10 sampling periods), hybrid control yields lower RMSE. The
inference uncertainties (cg and o¢) further influence this choice. Thus, system
designers can use this methodology both to select controllers and to size DNNs
for edge and cloud deployments to achieve desired safety-performance trade-offs.
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8 Safety-Driven GPU Partitioning

In Sect. 7, we examined strategies for optimizing a single controller through Split
Computing (SC), where high-accuracy but high-latency cloud inference comple-
ments low-accuracy, low-latency edge inference. We now turn to the setting where
cloud offloading is infeasible, and all inference must be performed locally at the
edge. Designers must therefore balance estimation accuracy against the available
computational resources.

This challenge becomes even more pronounced when multiple DNNs are
deployed on the same platform, each estimating different components of the
system state. The impact of estimation errors is not uniform: certain state vari-
ables may influence system-level safety metrics (such as trajectory deviation or
reachable set diameter) much more strongly than others. In such cases, allocat-
ing more resources to the DNNs responsible for these critical variables can lead
to substantial safety gains, whereas treating all estimators equally may result in
inefficient use of limited resources. Most existing work, however, optimizes DNNs
in isolation, focusing on model-level accuracy rather than system-level safety.

In this section, we address this gap by formulating safety-driven GPU parti-
tioning techniques. Our approach [143] explicitly accounts for the varying sen-
sitivity of system safety to different state components. Neural networks associ-
ated with safety-critical variables are assigned larger partitions and more accu-
rate models, while those associated with less critical variables can operate with
smaller ones. System safety is then evaluated not by accuracy in isolation, but by
quantitative measures introduced in Sect. 3—specifically, the Maximum Diame-
ter of Reachable Sets (MDRS).

8.1 Problem Statement

This section introduces the optimal neural architecture sizing problem, the
assumptions made in this study, and the methods proposed to approach the
problem.

Assumptions. We make the following assumptions:

1. The plant is modeled as a p-dimensional linear system with feedback control,
described by the state-space model [k + 1] = Az[k] + Bulk], and a linear
controller K with control input u[k] = KZ[k].

2. The state estimate Z[k] is obtained using DNNs (NNs), with each component
Z; estimated by a separate NN.

3. A pool of n NNs with different cost—uncertainty trade-offs is available, and any
of these NNs can be used to estimate any of the p system state components,
with multiple components possibly assigned to the same NN.

Assumption 3 is made for clarity of problem formulation. In practice, different
state components may require different sets of candidate NNs (e.g., visual vs.
radar-based estimation). The methods remain valid in this more general setting.
A visual representation of the problem is provided in Fig. 15.
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Fig. 15. Graphical illustration of neural architecture sizing problem.

Formal Problem. We now define the optimal neural architecture sizing problem.
Let each DNN NNj; be characterized by: a cost c¢;, representing computational
or resource usage, and an estimation uncertainty ¢;, capturing the bound on its
€error.

The system designer must assign one NN to each of the p state components
while ensuring that the overall cost does not exceed a given budget C. System
performance is quantified by the Maximum Diameter of Reachable Sets (MDRS)
Diam as defined in Sect. 3.2.

Problem 6. Given:

1. A p-dimensional linear system defined by (A, B), feedback gain K, initial set
X|[0], and horizon H,
2. n DNNs with costs ¢y, ..., ¢, and uncertainties €q,...,€,,

find an assignment J = {NNy,..., NN,}, where NN, € {1,...,n}, such that:

mJin Diam(.J) (33)
p

s.t. Z ¢ < C. (34)
i=1

8.2 Diameter Calculation with Perception Errors

State estimation error is expressed in
&[] € [xi[k] — e, k] + eil, (35)

where e = (e1,...,e,) € (RT)P is the vector of error bounds.
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This uncertainty can be expressed using set operations. Specifically, let E
denote the uncertainty bounding set, which we represent as a Zonotope. Then
the estimated state can be written as

i[k] € z[k] & E, (36)

where @ is the Minkowski sum operator.
Substituting this uncertain state estimate into the feedback control law
Eq. (4), the system dynamics evolve as

[k + 1] € Az[k] © BK#[k]
= Az[k] ® BK (z[k] @ E)
= (A+ BK)z[k] ® BKE. (37)

Thus, the reachable sets for the uncertain closed-loop system can be computed
by iterating Eq. (37).

8.3 Dynamic Programming-Based Heuristic

The first heuristic for assigning GPU resources among DNN estimators is a
dynamic programming (DP)-based strategy. While the term “dynamic program-
ming” is used, it is important to emphasize that this approach does not guarantee
optimality. The reason is that the closed-loop behavior of control systems cannot
be predicted solely from the uncertainty of the NNs used for state estimation.

We begin by assuming that the candidate DNN N N; are sorted in increasing
order of cost. The algorithm is initialized by assigning the lowest-cost NN to
each state variable, i.e.,

J—[1,1,...,1],

and running a reachability analysis to determine the resulting maximum diam-
eter F of the reachable set.

Subsequent iterations expand the allocation space systematically. At each
step, for every feasible allocation vector J, we generate new allocations by incre-
menting one element of J. For example, from [2,3,3] the algorithm generates
[3,3,3], [2,4,3], and [2,3,4]. For each new allocation, the maximum reachable
set diameter Diam(J) is computed.

To control the search complexity, we prune dominated solutions. Specifically,
a solution J; is said to be dominated by another solution Js if J; has both a
higher cost and a larger reachable set diameter:

cost(Jy) > cost(J2) ADiam(.J;) > Diam(.Jz). (38)

All dominated solutions are removed before proceeding to the next iteration. This
aggressive pruning ensures that only potentially useful allocations are retained.
The heuristic continues until either the maximum-cost allocation

J=[n,mn,...,n]
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Algorithm 6: Dynamic programming heuristic
Data: A, B, K, Xo, H, c1,...,Cn, €1,..-,€n
Result: List of (J,Diam(J), cost(J))

1 J « vector of p ones;

2 Add J to current solutions and tried solutions;
3 repeat

4 foreach J € current solutions do

5 Add (J,Diam(J), cost(J)) to results;

6 foreachic1...p do

7 J' « J incremented at position i;
8 if J’ € tried solutions then

9 L continue
10 Add J’ to next solutions and tried solutions;
11 foreach J € next solutions do
12 L Prune J if dominated (Equation (38))
13 current solutions «— next solutions;
14 next solutions « (;

15 until current solutions = (;
16 return results

has been evaluated, or all candidate solutions are pruned in a given iteration.
The procedure is summarized in Algorithm 6.

While this DP-based heuristic systematically explores the allocation space
and prunes suboptimal solutions, it still requires evaluating a non-negligible num-
ber of assignments. This makes the method relatively slow for high-dimensional
systems. To address this, the next section introduces a faster heuristic that trades
off optimality for reduced computational burden.

8.4 Greedy Fast-Iterative Heuristic

The dynamic programming heuristic of Sect. 8.3 systematically explores the allo-
cation space, but may still require evaluating many non-optimal assignments. To
further reduce computational complexity, we introduce a greedy fast-iterative
heuristic that quickly estimates the cost—performance trade-off by exploring only
a small portion of the solution space.

Instead of incrementing resources across all state components in a structured
manner, this heuristic increases resources for one state component at a time,
following a predetermined priority order. For example, if the priority order is
[1,3,2], then the sequence of explored allocations is

[Llal] - [27171} - [27172] - [27272] —

until the most expensive option is reached for all state variables. In this way,
the resources allocated across state components remain nearly uniform, and the
explored solutions tend to approximate the optimal trade-off surface.
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Algorithm 7: Greedy fast-iterative heuristic
Data: A, B, K, X_1, H, c1, -+ ,Cn, €1, - ,€n, order
Result: List of (J,Diam(J), cost(J))
J < vector of p ones;
repeat

Add (J,Diam(J), cost(J)) to results;

Increment the next element of J following order;

until J > wvector of p n’s;
return results

(= e L B

While the priority order can be arbitrary, we adopt a sensitivity-based order-
ing to guide resource allocation. Specifically, state components with higher sensi-
tivity values (see Sect. 8.5) are assigned higher priority. This ensures that limited
computational resources are allocated first to the most critical state variables.

The greedy heuristic offers several practical advantages:

1. It explores a much smaller portion of the solution space compared to the
dynamic programming heuristic.

2. Because solution costs increase monotonically, the algorithm can be easily
adapted to terminate at the closest allocation under a budget constraint,
avoiding unnecessary reachability computations.

3. The method is embarrassingly parallel, as each reachability computation is
independent and can be distributed across available processing resources.

The pseudocode for the heuristic is shown in Algorithm 7. Its computational
complexity is O(np), polynomial in both the number of states p and the number
of DNNs n, making it well suited for high-dimensional systems.

8.5 Sensitivity Analysis-Based Heuristic

A key idea for reducing the search space in resource assignment is to measure
how estimation errors in each state variable affect the closed-loop dynamics. To
this end, we define the sensitivity of a state component x; as the multiplicative
effect of its estimation error on the system trajectory. Intuitively, states with
higher sensitivity values have a stronger influence on the reachable set, while
states with lower values have a weaker influence.

Given sensitivity values for all state components, the heuristic proceeds as
follows: for a given budget C, and the uncertainty—cost trade-offs (e;, ¢;) of the
available DNNs, we (i) select candidate assignments of networks to states that
minimize the weighted uncertainty (sensitivity x error bound), and (ii) perform
only a single reachability analysis to evaluate the corresponding diameter of the
reachable set. This greatly reduces computational effort compared to methods
that require evaluating all candidate assignments.



266 S. Xu et al.

From System Dynamics to Sensitivity Values: The approach builds on
prior work by Ghosh et al. [40], who studied the effect of perturbations in the
system dynamics matrix A on reachable sets. Uncertainties at different entries of
A can cause different amounts of stretching of the reachable set. This stretching
is closely related to changes in the maximum singular value of A: perturbations
that induce a larger increase in the maximum singular value lead to greater
expansion of the reachable set.

Formally, introducing a perturbation € at index [i,j] modifies A to A + A,
and the sensitivity of this entry can be quantified as the proportional increase
in the largest singular value of A + A.

We adapt this idea to handle uncertainties in state estimation rather than
dynamics. The controller uses & = (I + A)z, where A = diag(d1,...,J,) captures
estimation errors. Substituting into the closed-loop model gives us

z[t + 1] = (A+ BKA)zx[t],

which can be viewed as a perturbed system with dynamics & = @ + A, where
® = A+BK and A depends on the estimation uncertainty in each component. By
activating one uncertainty §; at a time, we can compute how much the maximum
singular value increases. This provides the sensitivity score S; for state x;.

Sensitivity-Guided Allocation: Once sensitivity scores {S;},_; are obtained,
the resource allocation problem is formulated as an integer program:

P

o, LS (99
P

subject to Z ¢ <C (39b)
i=1

NN; € {1,--- ,n} Vi. (39¢)

The objective seeks to minimize the weighted sum of uncertainties, while
assigning more accurate (and typically more expensive) networks to high-
sensitivity states. The budget constraint ensures that the overall resource con-
sumption does not exceed C.

In this approach, the sensitivity values are computed only once in polynomial
time and reused across all budget levels. Also, only a single reachability anal-
ysis is required for the chosen allocation, dramatically reducing computational
overhead compared to dynamic programming or greedy search.

Extension to Nonlinear Systems: For nonlinear closed-loop dynamics & =
f(x,g(z)), where & = x + dx, we first expand the dynamics around the equilib-
rium and retain only first-order terms in dx. This yields

i = f(2) + h(z)da,
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Table 12. Computation cost and accu- Table 13. Computation cost and Abso-
racy tradeoff for EfficientNet configura- lute Relative Error (ARE) tradeoff for

tions on ImageNet Dist-YOLO backbones on KITTI.

Model FLOPs | Accuracy Backbone FLOPs |ARE
EfficientNet B0|0.39G |77.1% MobileNetv3_small |9.833G 42.53%
EfﬁcicntNet_Bl 0.70G 179.1% MobileNetv2 43.714G |34.23%
Eﬂ%cientNet_BQ 1.0G 80.1% EfficientNet B2 69.371G |30.61%
EﬁcientNet7B3 1.8G |81.6% EfficientNet B3 84.574G |27.23%
Eﬂ’icientNet_B4 4.2G |82.9% Xception 103.935G | 24.34%
EfﬁcientNet7B5 9.9CG 83.6% EfficientNet B6 205.171G | 21.08%
EfficientNet _B6 | 19G 84.0%

EfficientNet B7|37G 84.3%

where f represents the nominal dynamics and h(z)dx captures the contribution
of estimation errors. Linearizing around the operating point leads to

& = (A+ Béx)z,

where A and B are Jacobians of f and h, respectively.

Sensitivity can then be quantified by examining how the largest singular
value of A + Bdx; changes when perturbing each state component individually.
States that induce the largest increases are considered the most sensitive and
should be prioritized for accurate estimation.

8.6 Case Studies and Evaluation of Proposed Heuristics

We assessed the effectiveness of the three proposed heuristics using two case
studies:

1. A synthetic setup where the cost and uncertainty values are derived from the
EfficientNet family [125].

2. An application-oriented setup using the Dist-YOLO model [128] for object
detection and distance estimation with multiple backbone architectures.

3. A simulated autonomous racing environment, FITENTH Gym [99], where

In both studies, we employed a five-dimensional numerical state-space model
from the JuliaReach toolbox [8]. All heuristics were implemented in Julia and
benchmarked against exhaustive search. Experiments were run on an Apple M2
CPU at 3.5 GHz in single-threaded mode.

Case Study I: EfficientNet-Derived Costs and Uncertainty: As an ini-
tial demonstration, we used the accuracy—cost tradeoff of EfficientNet variants in
our setting. EfficientNet offers eight configurations (B0-B7) as shown in Table 12.
We measured uncertainty as (Top-5 accuracy) * — 1 and computational cost as
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FLOPs. We carried out two experiments: one using the first five EfficientNet con-
figurations, and another including all eight. For each experiment, we performed
an exhaustive search across all network allocations and compared the results
to those obtained by the heuristics. Metrics included the number of explored
solutions, execution time, and whether the resulting system trajectories violated
a safety constraint (r3 < —25). Unsafe allocations are highlighted in Fig. 16
as crosses. To ensure a fair comparison, we also evaluated the sensitivity-based
heuristic across 40 equally spaced budget levels, since it only produces one solu-
tion per budget value.
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Fig. 16. Results of the exhaustive search and the three allocation heuristics, using cost
and uncertainty values derived from Table 12 [143].

We compared the three heuristics in terms of Pareto coverage, efficiency, and
scalability. The dynamic programming approach explored the largest number
of solutions and recovered nearly the entire Pareto front, though at a higher
computational cost. The fast iterative heuristic identified fewer Pareto-optimal
points, but maintained strong proximity to the front while achieving substantial
speedup. The sensitivity analysis method captured a moderate number of Pareto-
optimal solutions, though generally less effective than the fast iterative heuristic,
but it is the fastest by far when a budget is imposed. Scalability analysis further
shows that exhaustive search becomes infeasible even for moderate problem sizes,
while all three heuristics scale effectively, with sensitivity analysis requiring only
a single point evaluation per budget. This showed that the dynamic programming
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Fig. 17. Results of the exhaustive search and the three allocation heuristics, using cost
and uncertainty values from Table 13 [143].

and greedy heuristics are well-suited for exploring tradeoffs when no strict budget
is specified. The former provides denser coverage of optimal solutions, while the
latter sacrifices coverage for efficiency. The sensitivity-based heuristic, though
less accurate in capturing the Pareto surface, is the most practical when a target
budget is fixed in advance.

Case Study II: Dist-YOLO with Multiple Backbones: To validate our
findings in a more realistic perception setting, we extended the evaluation to
the Dist-YOLO framework [128], trained on the KITTI 3D Object Detection
Evaluation 2017 dataset [66]. We trained six backbone configurations, including
MobileNet [59], EfficientNet [125], and Xception [30]. We measured absolute
relative error (ARE) in distance estimation as the uncertainty metric €, and
FLOPs as the cost metric ¢ as shown in Table 13.

Compared to the EfficientNet case, uncertainty levels were higher, leading to
larger reachable set diameters and, in some cases, diverging trajectories. This
made it less meaningful to label specific outcomes as “safe” or “unsafe”. The
overall Pareto surface shape still remained similar to the previous case study.

As shown in Fig. 17, the dynamic programming heuristic again recovered
most of the Pareto-optimal allocations. The greedy heuristic performed accept-
ably, producing solutions close to but not consistently on the Pareto front. This
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discrepancy suggests that the sensitivity heuristic may be less effective when
network backbones are not optimized for balanced accuracy—efficiency scaling.

Takeaway: Across both case studies, the proposed heuristics demonstrate sub-
stantial reductions in computation time relative to exhaustive search, while still
capturing the key cost—performance tradeoffs. Dynamic programming offers the
best Pareto coverage, greedy achieves the best efficiency, and sensitivity analysis
provides a constant-time solution when only budget feasibility is required.

Case Study III: FITENTH Gym: We evaluated [150] our sensitivity-based
resource allocation strategy on FITENTH Gym [99], a simulated autonomous rac-
ing platform. This platform provides reproducible vehicle dynamics suitable for
multi-agent experiments. We use it to evaluate closed-loop safety.

Vehicle Dynamics. The underlying dynamics are modeled as a five-dimensional
nonlinear system with states (x,y, d, v, %) and control inputs (ugs,a). Here, x and
y denote the Cartesian position, ¢ the steering angle, v the velocity, and 1 the
orientation of the vehicle. The inputs us and a correspond to steering adjustment
and acceleration, respectively.

Table 14. Mean Squared Error (MSE) of DNNs for estimating width, distance from
right wall, and orientation, respectively, by size [150]

DNN Size DNN_wid MSEDNN _dis MSEDNN _ori MSE
(a) (24kB) 0.8125 0.2323 0.0930

(b) (66kB) 0.2270 0.0603 0.0760

(c) (192kB)|0.0247 0.0059 0.0205

(d) (326 kB)0.0057 - -

(e) (596 kB) 0.0029 - -

State Estimation via Neural Networks. The vehicle is equipped with a 2700-
ray LiDAR scan spanning [—135°,135°] at 0.1° resolution. From this input,
we extract three states critical to system behavior: track width, lateral dis-
placement, and orientation. To estimate these, we design three specialized con-
volutional DNNs (DNN_wid, DNN_dis, DNN_ang), each processing subsampled
1080-dimensional LiDAR inputs. Architectures range from lightweight to large-
capacity networks (24-596 kB), summarized in Table 14).

Sensitivity Analysis. To prioritize resource allocation, we linearize the nonlinear
feedback system and analyze changes in the maximum singular value under per-
turbations to individual state components. This analysis indicates that width and
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Fig. 18. Comparison of various DNN configurations over trajectories starting from 9
different initial positions with the corresponding ideal trajectory. The DNN configura-
tion is provided with the image [150].

lateral displacement are more influential (sensitivities 5.62 and 5.62) compared to
orientation (5.28). Thus, inaccuracies in width or displacement estimates prop-
agate more severely into the system trajectory. Sensitivity values provide an
ordering among states rather than exact error magnitudes, guiding which DNNs
should be allocated more capacity.

Evaluation Setup. Experiments were conducted on a 10-meter track with varying
widths (1-8 meters). Vehicles were initialized at seven lateral offsets (fractions of
track width) and three orientations (—/3, 0, 7/3), yielding 21 initial conditions.
Each configuration was simulated for 12s under a controller tasked with stabi-
lizing the vehicle at the track center. We measured: 1. Average Deviation, the
mean Euclidean distance between actual and ideal trajectories, and 2. Average
Mazimum Deviation, the mean of maximum trajectory deviations.

Findings. Results, summarized in Table 15, validate the sensitivity-based alloca-
tion principle. Configurations that devote larger models to width and displace-
ment (e.g., (c)(c)(a)) achieve the lowest deviations, while those prioritizing
orientation (e.g., (a)(c)(c)) perform significantly worse. Furthermore, correct
allocation of limited resources outperforms poorly allocated larger budgets; for
instance, (c)(a)(a) surpasses (a)(c)(c) despite lower total cost. These patterns
are also illustrated in trajectory comparisons (Fig. 18), where the deviation from
the ideal path aligns with the observed metrics.

Takeaway. The FITENTH experiments demonstrate that sensitivity analysis
provides a principled basis for allocating DNN resources. Assigning higher-
capacity networks to the most sensitive state components yields substantial
safety gains, while naive allocation can degrade performance even with higher
budgets.
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Table 15. Summary of Network Combinations and Performance [150]

DNN_ wid DNN_ dis DNN_ang Cost Avg. Dev. Max Dev.
Group 1: Cost = 408kB

(c) (c) (a) 408 10.0518  |0.0864

(a) (c) (c) 408 10.0686  |0.1107

(c) (a) (c) 408 0.0736  |0.1113
Group 2: Cost = 324kB

(c) (b) (b) 324 10.0582  10.0998

(b) (c) (b) 324 0.0839  0.1241

(b) (b) (c) 324 0.0863  (0.1168
Group 3: Cost = 240kB

(c) (a) (a) 240 0.0625  |0.0981

(a) (c) (a) 240 |0.0716  |0.1097

(a) (a) (c) 240 10.0746  |0.1113
Group 4: Cost = 114kB

(b) (a) (a) 114 10.0531  |0.0906

(a) (b) (a) 114 10.0919 |0.1435

(a) (a) (b) 114 0.1494  0.2118

In Sect.9, we show how the bounds derived here can be interpreted in an
environment-aware manner using digital-twin-based safety analysis.

9 Environment-Aware System-Level Safety via Digital
Twins: The SOTERIA Framework

The previous sections of this paper develop a system-level approach to safety
assurance in autonomous systems built from imperfect components. Rather than
insisting on idealized assumptions—such as perfect timing or exact state
estimation—the paper introduces quantitative safety metrics, including devi-
ation from a nominal trajectory Deuv(-) and the maximum diameter of reachable
sets Diam(-), evaluated over a finite horizon and compared against a safety
threshold Dgage. These metrics characterize how imperfections in timing and
learning propagate through control systems.

A key remaining question is how to interpret these bounds in the context of
real-world operation. In particular, the acceptability of a given deviation or
uncertainty bound often depends on the physical environment in which the sys-
tem operates. This section introduces SOTERIA, a formal digital-twin-enabled
framework that addresses this question by explicitly incorporating environment
modeling into system-level safety verification.
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9.1 Motivation: From Bounds to Environment-Aware Safety
Decisions

Throughout Sects. 3-8, safety is expressed in terms of inequalities of the form:
Dev(T, Thom) < Dsafe op Diam(F) < Dsafe’

where T,om denotes the ideal, imperfection-free trajectory and F' is the flowpipe
of reachable states induced by timing or estimation uncertainty. These conditions
provide necessary quantitative guarantees, but they do not specify how D%¢
should be chosen.

In practice, the same bound on Dev(-) or Diam(-) may correspond to safe or
unsafe behavior depending on external conditions such as geometry, obstacles,
or operating speed. A control system experiencing a fixed end-to-end latency or
estimator error may be safe in one environment yet unsafe in another, even when
internal computational behavior remains unchanged. This observation motivates
making the environment an explicit part of the safety model rather than treating
it implicitly or pessimistically [136—138].

9.2 Overview of the SOTERIA Framework

SOTERIA [136] was developed to verify the safety of latency-aware cyber-
physical systems whose worst-case timing behavior may violate classical hard
real-time assumptions, yet still be safe in practice. The central idea is to separate
timing analysis from physical safety verification, while linking them through a
digital twin. Formally, SOTERIA models a system as a composition

M = {MW7MS,MC7MP}5

where My, is the workload model, Mg the scheduler model, M the controller,
and Mp the physical dynamics. In addition, SOTERIA introduces an explicit
environment model &£, capturing the operational context in which the physical
system evolves.

Scheduler and workload models are used to symbolically compute worst-
case or bounded end-to-end latencies for control task chains. These latency
bounds play a role analogous to the timing uncertainty, weakly-hard constraints,
or delayed inference patterns analyzed earlier in this paper. Rather than enforc-
ing strict deadline satisfaction, SOTERIA injects these bounds into a digital
twin of the controller, physics, and environment, and checks whether a safety
property P holds: M || € = P.

9.3 Alignment with Quantitative Safety Metrics

Although originally formulated in terms of feasibility, the safety checks in SOTE-
RIA can be interpreted directly using the quantitative metrics developed in pre-
vious sections. Over a finite horizon H, the digital twin induces a set of admissible
trajectories or a flowpipe F' parameterized by timing or estimation imperfections.
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Safety can then be assessed by evaluating quantities such as the maxi-
mum trajectory deviation Dev(T, Tyom) or the maximum reachable-set diame-
ter Diam(F'), and comparing them against an environment-dependent safety
threshold D%*¢(&). From this perspective, SOTERIA provides a principled way
to interpret the bounds derived earlier, not in the abstract, but relative to a
specific operating environment.

9.4 Complementarity with Imperfect Components

A key insight of SOTERIA is that strict timing feasibility is not always necessary
for safety. A system may violate classical schedulability constraints or experience
bounded inference delays, yet still satisfy

Dev(-) < D**®(&) or Diam(-) < D¥%(&)

in a given environment £. Conversely, the same system may be unsafe in a more
demanding environment &£’.

This environment-aware perspective complements the paper’s central theme.
Weakly-hard timing models, learning imperfections, and resource allocation
strategies quantify how imperfections propagate through computation and con-
trol; SOTERIA determines when those propagated effects actually matter for
safety.

9.5 Perspective and Outlook

In the context of this section, SOTERIA serves as a decision layer that sits atop
system-level safety analysis. The techniques developed in earlier sections derive
meaningful bounds on deviation and uncertainty; SOTERIA interprets those
bounds with respect to physics and environment. Together, these approaches
suggest a unified workflow for safety assurance of autonomous systems with
imperfect components: (a) quantify imperfections using system-level metrics;
(b) propagate their effects through control and physical dynamics; and (c) eval-
uate safety relative to an environment-specific threshold Ds*¢(£).

By explicitly modeling the environment, SOTERIA extends system-level
safety reasoning beyond worst-case abstractions and toward realistic, context-
aware verification of autonomous systems.

10 Related Work

This paper builds on and connects multiple research threads in cyber-
physical systems (CPS), spanning resource-aware design, timing and schedul-
ing, safety, and verification, learning-enabled control, and edge—cloud architec-
tures. Our contribution differs from much of the prior work by adopting a unified,
system-level notion of safety that explicitly accounts for imperfect components
and quantifies their combined impact on closed-loop behavior.
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Resource-Aware CPS Design and Control/Architecture Co-design. A large body
of work has studied resource-aware CPS design, where control performance must
be maintained despite constraints on computation, communication, and memory
bandwidth [22,79]. This includes models that explicitly capture processor avail-
ability [28], network communication limits [130], and shared memory or cache
effects on control tasks [26,27]. A prominent methodology in this space is con-
trol/architecture co-design, which jointly optimizes control parameters (e.g., sam-
pling periods or gains) and architectural parameters (e.g., task schedules or plat-
form configurations) [3,47,48,107]. Toolchains supporting such co-design have
been reported in [111,133]. These approaches typically formulate an optimization
problem that resolves partial specifications of controllers and implementation
platforms to ensure compatibility and performance [50,104,119]. Extensions of
this idea have been applied to systems experiencing aging effects, such as proces-
sor slowdown or battery degradation, where controller parameters are adapted
to preserve performance [23,24]. In automotive networks such as FlexRay, co-
design has been used to jointly determine controller parameters and time-/event-
triggered communication schedules [73,105,131], supported by timing analysis
and schedule synthesis techniques [78,84,118,123].

While this literature seeks compatibility between controllers and architec-
tures, it often assumes qualitative correctness guarantees (e.g., deadlines are
always met). In contrast, the work reported in this paper accepts that such
guarantees may be violated in practice and instead reasons about whether the
resulting deviations remain within system-level safety bounds, as formalized in
Sect. 3.

CPS Design Methods and Model-Based Design. Control/architecture co-design
is closely related to broader CPS design methodologies and model-based design
frameworks [25,49,108]. Prior work has investigated modeling state dependen-
cies within CPS applications [10], integrating multiple control applications on
shared architectures [90], and managing the evolution of automotive control soft-
ware [103]. Other studies address design under uncertainty, such as anticipating
future functional extensions [94,114] or constructing communication schedules
that can accommodate unknown future traffic without disrupting existing tim-
ing guarantees [120]. These methods primarily aim at architectural robustness
and extensibility. Our approaches discussed in this paper complement them by
focusing on how architectural and timing uncertainties propagate through con-
trol dynamics and affect quantitative safety metrics, which are then evaluated
using the techniques in Sect. 4 and exploited for synthesis in Sect. 5.

CPS Safety, Reliability, and Security. Safety and reliability have long been
central concerns in CPS research, including formal verification of safety and
security properties [38,93,98]. Traditional approaches rely on testing [126] or
formal verification techniques [11,65] that often assume idealized component
behavior. Extensions address reliability under hardware aging or unreliable plat-
forms [24,51,83], as well as fault diagnosis and recovery [134]. Safety has also
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been studied in the context of platform architecture design [76,124] and auto-
motive ECUs and in-vehicle networks [46,72,106,121].

Security-related research has examined CPS vulnerabilities, runtime moni-
toring, and verification of security properties [69,92,112,135,148|. While these
efforts provide important guarantees, they typically focus on individual com-
ponents or subsystems. In contrast, our work here explicitly integrates safety
analysis across timing, control, and learning components, and evaluates safety at
the system level using quantitative metrics (Sect. 3) rather than binary pass/fail
criteria.

Timing Analysis, Scheduling, and CPS Implementation. A substantial litera-
ture addresses timing analysis of embedded software and architectures [54,82,
87,101,139, timing analysis of control software in particular [4,62,147], includ-
ing WCET estimation [6,61,89] and real-time scheduling algorithms [18,19, 74,
75,122,129]. Energy-aware scheduling has also been studied [88], along with
protocol-specific analyses for FlexRay and service-oriented architectures [33,
91,113,115]. Other work more tightly couples timing analysis with control
design [20,37,102,110].

Research on timing isolation and mixed-criticality CPS has explored how
safety-critical control software can be protected from interference by less critical
tasks [80,81,109]. These approaches typically aim to enforce strict timing guar-
antees. In contrast, our work relaxes this assumption and instead checks and
synthesizes schedules that may include deadline misses, provided they satisfy
system-level safety constraints (Sects.4-5).

Control Performance Under Timing Violations. More recent work explicitly
studies control performance under deadline misses and timing uncertainty.
Rather than requiring all deadlines to be met, this line of research charac-
terizes which deadline hit/miss patterns preserve safety or stability [43,52,56].
Verification techniques have been developed to check whether a given schedule
satisfies such patterns [41,64,145], and synthesis approaches aim to construct
schedules that intentionally allow deadline misses to improve resource utiliza-
tion [140-142]. Statistical methods have been introduced to accelerate both ver-
ification and synthesis [42]. This body of work directly informs our approach. We
extended and elaborated these ideas by embedding them within a unified safety
framework that supports both deterministic and statistical reasoning (Sect. 6)
and integrated them with learning-enabled components and architectural deci-
sions.

Safety-Driven Design of Learning-Enabled CPS. Autonomous CPS increasingly
rely on deep neural networks (DNNs) for perception and estimation [9,55,67,
117]. Prior work has studied efficient and timing-predictable vision pipelines [1,
5,36] as well as formal methods to bound DNN inference uncertainty [132,144].
More recent research has begun to move beyond component-level correctness by
explicitly linking DNN errors and timing violations to system-level safety [17,21,
57,143,146, 150]. We elaborated advances in this direction by integrating learning
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imperfections with control and scheduling decisions, and by evaluating their
combined effect using quantitative safety metrics (Sects. 7 and 8).

Edge—Cloud CPS and Hybrid Architectures. Edge—cloud CPS architectures have
been explored to balance latency, bandwidth, and accuracy in DNN-based infer-
ence pipelines. Early systems demonstrated collaborative inference between edge
and cloud [63], followed by extensive work on compression, pruning, quantization,
and sparsity to reduce communication overhead [13,16,29,68,70,85,86]. Frame-
works such as CDE, I-SPLIT, and Split-Et-Impera improve split-point selection
and interpretability [12,31,116], while multi-task extensions address shared edge
platforms [14]. Existing control-oriented studies often assume continuous cloud
availability or treat latency as an external parameter [56,149]. In contrast, we
explicitly modeled hybrid edge—cloud control strategies under intermittent cloud
invocation and analyzed their safety impact using system-level metrics (Sect. 7).
This perspective is further extended to resource allocation among multiple DNNs
in Sect.8 and to environment-aware interpretation of safety bounds via digital
twins in Sect. 9.

11 Concluding Remarks

Modern autonomous systems are increasingly defined by complex software. This
paradigm has unlocked new capabilities but has also widened the gap between the
idealized system design and its practical implementation. Traditional verification
methods, which often focus on verifying that each component behaves ideally—
tasks never miss deadlines, hardware never fails—are becoming untenable in the
face of this complexity.

This paper has argued for and demonstrated a fundamental shift in perspec-
tive: from qualitative, component-level requirements to quantitative,
system-level properties. Rather than requiring, “the task must never miss
its deadline”, we instead determine whether the cumulative effect of deadline
misses causes the system to deviate beyond a specified safety boundary. This
perspective accepts imperfection as a reality of complex systems and provides a
formal basis for reasoning about its consequences.

The technical contributions of this paper provide a cohesive framework for
realizing this vision. We began by introducing how quantitative safety met-
rics: a system’s deviation from its nominal behavior, and the spread in a system’s
reachable states over time (Sect.3). We then developed techniques for verify-
ing safety under timing uncertainty, specifically occasional deadline misses
that still satisfy weakly-hard constraints (Sect.4). Building on this analytical
foundation, we showed how to synthesize schedules that provably guar-
antee safety even when resource limitations make deadline misses unavoid-
able (Sects.5 and 6). In addition, we addressed imperfections in Learning-
Enabled Systems (LES) by developing strategies for split computing and sce-
narios when multiple neural estimators share the same computational
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resource (Sects.7 and 8). Finally, Sect.9 presented SOTERIA, which comple-
ments the preceding analysis by addressing system-level safety in the pres-
ence of imperfect runtime orchestration and component interactions.
While earlier sections quantify how timing and learning imperfections propa-
gate through control systems, SORIERA demonstrates how such bounds can
be managed and enforced at the architectural level. Combined with the
environment-aware digital-twin-based safety analysis, this provides a cohesive
view of safety assurance that spans computation, control, orchestration, and
operating context.

This work also opens several promising avenues for future research. First,
many of our methods are currently designed for linear systems only. Extend-
ing these methods to nonlinear dynamics can be valuable. Second, while we
addressed timing and estimation imperfections separately, how to analyze the
combined effects of multiple, simultaneous sources of imperfection remains an
open challenge. Finally, extending our design-time synthesis techniques to enable
dynamic, runtime decision-making can make our methods much more adaptable.
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